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This article examines the development of digital resilience in hospitality businesses amid military threats. It
argues that, in times of war, digitalization becomes a factor for survival, whilst a purely instrumental approach to
transformation has run its course, demonstrating the need to transition to the concept of digital resilience. The key
finding is the systematization of determinants: external (martial law, digital inequality, communication instability,
regulatory constraints) and internal (staff shortages, low digital literacy, resistance to change, lack of funding,
cyber-vulnerability, complexity of IT integration). Risks and adaptation mechanisms have been identified for each.
A distinction has been made between digital transformation (the process) and resilience (the characteristic). The
identified determinants form the basis for diagnosing vulnerabilities. Further research will focus on developing a
methodology for quantitatively assessing resilience.
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Y cTatTi gocnimkeHo npobnemy opmyBaHHS LMPOBOI CTIKOCTI NiANPUEMCTB FOCTUHHOCTI B YMOBaxX BOEH-
HMX 3arpos, Wo HabyBae 0COO/MBOI akTyasIbHOCTI ANS1 YKPAIHCLKOro Bi3HeCy yepes nepMaHEeHTHY HeCTabifbHICTb,
PyiHyBaHHS iHChpacTPyKTypK, EHEpreTuyHi 06MEeXeHHS, KaapoBi BTpaTK Ta 3MiHY CNOXMBALbKMX NaTepHiB. Kpusu
MaloTb He Nulle AeCTPYKTUBHWIA, @ 1 CTUMY/IIOYMIA NOTEHLiaN, BUCTYNatoumM Toukamu Gidpypkauii ans oHoBeH-
HA 6i3Hecy. Came B Nepiogy eK3UCTEHLIAHNX BUKVKIB HAMMOBHILE PO3KPMBAETLCA 3HAYEHHST LMGPOBOI TpPaHC-
hopmalii Sk IHCTpyMeHTY afanTadii, a 1l JeTepMiHaHTX CTaloTb BU3HaYabHUMU A1 BUXKUBAHHSA NigNpUeMCTBa.
Y BO€EHHWIA Yac unhpoBi3aLis cTae He iIHCTPYMEHTOM CepBicy, a hyHAaMEHTA/TbHUM YMHHUKOM XUTTE3AATHOCTI, LU0
3a6e3nevye 6e3nepepBHICTb AisANbHOCTI. CyTO IHCTPYMEHTa/IbHUIA Nigxig A0 undpoBoi TpaHcdopmalii Buuepnas
cebe, Lo CBiAUYMTb NMPO HEOOXiAHICTL Nepexody A0 KOHUenLil LudpoBoi CTIKOCTI — 34aTHOCTI GisHecy 36epiratu
OYHKUIOHABHICTb Y NEpMaHEeHTHUX KPU30BUX YMOBAX, 8 HEe 06MeXyBaTuUCH BNPOBaKEHHAM TEXHOMOTYHUX 3MiH.
KnouoBMM pesynbTatoM € cuctematmsalist AeTepMiHaHT LMpoBOi CTIKOCTI MigNPUEMCTB FOCTUHHOCTI. 30BHILLHI
dhaKkTOpY OXONJIKOTbL BOEHHWIA CTaH, LMGIPOBY HEPIBHICTb, HECTABINBHICTL 3B'A3KY Ta PErynsaTopHi 0OMEXeHHSs. BHy-
TPILLHI — KaapoBwWit AediumnT, H1U3bKa UMGPOBa rpamMoTHICTb, ONip 3MiHaM, 6pak iHaHCyBaHHS, KibepBpa3NMBICTb Ta
cKnagHicTb iHTerpauii IT. 15 KOXHOI AeTEePMIHaHTM OKPECNEHO PU3UKKM Y pasi iX irHOpyBaHHA Ta aganTauiiiHi me-
XaHi3Mu, Lo A,03BOMAKTL MiHIMI3yBaTU HEraTUBHI HACcAigKM Ta NiABULLMTY piBeHb Ld)POBOI CTIlKOCTI, L0 CTBOPIOE
MigrPYHTS 4N NpakTUYHKUX pekoMeHgauiii. Po3mexoBaHo UMpoBy TpaHchopMaLio (IHCTpyMeHTanbHUIA npoLec
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3MiHK Gi3Hec-mogeni) Ta LMpoBy CTIAKICTb (XapakTepUCTUKa, WO 3abe3nevye 6e3nepepBHICTb i CaMOBIAHOB/EH-
Hs). MpiopnTETOM CTalOTb He Nnwe onepaviiHa eqeKTUBHICTb, a 1 AOBIpa CNOXUBaYIB Ta Kanitanisauia penytawii
y TypbyneHTHOMY cepefioBuLLi. |aeHTudikoBaHI AeTepMiHaHTU C/YTyHOTb OCHOBO A/151 A4iarHOCTMKM LMAPOBOI CTiil-
KOCTi NigNpUEMCTB, BUSIBNIEHHA BPa3/IMBOCTEN i po3pobneHHs 3axoAiB agantauii 4o BOEHHUX 3arpos. Moganblui
[OCNIMKEHHA AOUISIbHO CNPSIMYBATU HA CTBOPEHHS METOAMKM KiNbKICHOMO OLLIHKOBaHHS CTiliKOCTi Ta Ti anpo6aujito Ha

peanbHUX Kelicax B yMOBax BiliHN.

KntouoBi cnoBa: LudpoBa CTilKiCTb, AeTEPMIHAHTU LM(POBOI CTIKOCTI, MigNPUEMCTBA FOCTUHHOCTI, LugpoBa
TpaHchopmMaLlisi, BOEHHI 3arpo3sun, agantavliiiHi MOXIUBOCTI, [ECTPYKTUBHI pu3nkn, 6e3nepepBHICTb GisHecy.

Statement of the problem. The issue of
digital resilience becomes particularly relevant in
times of crisis, when destabilizing factors threaten
the very survival of businesses. Crises are two-
sided: whilst destructive, they simultaneously
stimulate renewal, acting as points of bifurcation
that, for Ukrainian hospitality businesses,
manifest in digital transformation, model
optimization, service diversification, and a focus
on new segments. The comprehensive impact
of the crisis encompasses the creation of new
competitive advantages, the implementation of
flexible strategies, the acquisition of experience
in risk response, the emergence of adaptive
leaders, and the optimization of HR policies and
financial flows. It is precisely during such periods
thatdigital transformationrevealsitselfasatool for
adaptation, and its determinants become crucial
for survival. War acts as a catalyst: restrictions
on access to traditional sales channels are
forcing businesses to scale up online services,
implement contactless technologies, and adopt
remote staff management.

Analysis of recent research and
publications. In academic literature, distinct
areas of research have emerged focusing on
the operations of hospitality sector enterprises
during a crisis. Firstly, the study by Bai S. and
Yeliseyeva V. [1] confirms that digitalization
(CRM, ERP, cloud services, analytics) has a
positive impact on the resilience of businesses
during wartime, helping them to remain
competitive, whilst in the work by Bondar S. V.
[2], the digitalization strategy is regarded as a
necessary condition for the effective functioning
of hospitality enterprises. Secondly, managerial
aspects are being actively researched: crisis
management in the hospitality sector is examined
in the work by Danko N. I. and Kachanyuk E. O.
[3], the specific features of management in
crisis situations are highlighted in the study by
Kish G. V. [5], and the issue of financial stability
in the context of the digital economy is analysed
by Tanklevska N. S. and Miroshnychenko V. O.
[10]. Thirdly, the study by Nikitenko K. S. [8]
identifies the key management challenges of
digitalization in the HoReCa sector (unevenness,

fragmentation, staff incompetence, insufficient
funding, weak cybersecurity), which serve as
the basis for identifying internal determinants.
Issues of financial security for enterprises in the
digital environment are discussed in the works of
Mekhed A. A. and Varnaliy Z. S. [7], as well as in
the research by Susidenko V. T. and co-authors
[9]. Certain aspects of the state’s digital
transformation and infrastructure resilience
are highlighted in analytical reports by Vox
Ukraine [4; 11].

Highlighting previously unresolved parts
of the overall problem. Thus, existing research
has yet to provide a systematic analysis of the
determinants of digital resilience in hospitality
businesses in the face of military threats,
integrating external and internal factors, along
with their associated risks and adaptive potential.
This applies in particular to the specific nature of
hospitality businesses’ operations in the context
of ongoing crises caused by military action.

Formation of the objectives of the article
(task statement). The purpose of this study is
to identify and substantiate the determinants of
digital resilience in hospitality enterprises and to
examine the influence of war-related risks on the
conditions for its formation and maintenance in a
turbulent economic environment.

Summary of the main research material.
The digital transformation of domestic hospitality
enterprises, intensified by the challenges of
martial law, is developing along several
interrelated lines and encompasses key aspects
of operations: from management decisions and
security tologistics and customer communication,
leading to a systematic restructuring of the
internal  structure of business models.
The implementation of digital technologies is
ceasing to be merely atool for automating routine
operations and is evolving into a new operational
paradigm, the foundation of which is adaptability,
remote control of business processes,
personalized interaction with consumers, and a
comprehensive real-time analytical picture [9].
The authors [9] point out that the digital
transformation of infrastructure in the hotel and
restaurant sector is taking place through the
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comprehensive integration of systems -
enterprise  resource  planning, customer
relationship management, sales operations,
business analytics, and supply chain
management — driven by a combination of
factors: regulatory changes, new consumer
practices, migration flows, staff shortages, and
the challenges of martial law. The result of this
process is the redesign of business models
based on multi-channel approaches, a shift
towards personalized service formats, cost
optimization, digital document management,
and enhanced cybersecurity. The achievement
of digital resilience depends directly on the
effectiveness of a  business’'s  digital
transformation, particularly during times of crisis
when resources are limited and the need for
adaptability increases; therefore, it is crucial to
analyzethe determinants ofdigital transformation,
which, in conditions of instability, act as key
factors in ensuring an enterprise’s digital
resilience. When analyzing the determinants of
digital transformation [2], specific triggers that
directly prompt hotels to change should be
identified: a decline in business activity, loss of
competitive position, customer dissatisfaction,
operational inefficiency, stricter  security
requirements, and the need to enter new
markets. At the same time, the specifics of the
industry are determined by consumer priorities,
which shape three areas of innovation: creating
unique experiences (exploratory innovation),
enhancing functional utility (co-innovation
through partnerships), and advancing services
to ensure comfort and personalization.
Digitalization is a key component in each of
these areas, which  necessitates its
systematization within formal strategies. The
formulation and implementation of such
strategies are determined by a range of factors:
alignment with the organization’s strategic
objectives and mission, the availability of internal
resources (technical, financial, and human), the
competitive environment and market trends,
guest expectations and needs, the regulatory
framework, and the pace of technological
innovation. Taking these determinants into
account is a prerequisite for developing an
effective and adaptive digitalization strategy.
The outlined determinants of  digital
transformation lay the foundation for an
organization’sresilience;however, transformation
alone does not guarantee it. To achieve this, it is

important that the technological solutions
implemented ensure not only operational
efficiency but also business continuity,

adaptability to change, and rapid recovery from
crises — in other words, that they foster the
enterprise’s digital resilience. Before moving on
to an analysis of the determinants of digital
resilience in hospitality enterprises, it is
necessary to outline the specific nature of the
external environment in which they operate.
Military threats, economic instability, logistical
disruptions, cyberattacks, and staff shortages
are placing unprecedented pressure on
businesses, making digital resilience a critical
factor for survival. Itis precisely in such conditions
that the determinants defining a business’s
ability to withstand threats, adapt, and recover
take on particular significance. According to an
analysis by the international platform MSG, the
key sources of management crises are a
combination of internal and external factors [5].
These include technological risks, in particular
equipment failures or large-scale cyber incidents
that could completely paralyze operational
activities. Internal social and labor conflicts —
such as strikes or deep-seated disagreements
that undermine teamwork — pose a serious
threat. Acrisis may also arise fromdisorganization,
when norms of subordination, professional
ethics, or labor rights are violated. The immediate
cause is often incompetent management that
neglects its duties and makes ineffective
decisions. Ethical violations form a separate
category: corruption, data falsification, or fraud.
The most acute phase is a financial crisis, leading
to insolvency and the bankruptcy of the
enterprise. Military threats have a significant
negative impact on hospitality businesses'
operations, underscoring the importance of
digital resilience for their survival and
development. War generates significant
uncertainty, leading to disruptions in supply
chains, instability in demand, restrictions on
population mobility, and a decline in tourist flows.
Under such conditions, rapid response to
external changes is enabled by digital
transformation tools, which serve as the
foundation for a new-generation adaptive
business architecture. Military threats
significantly increase the risks to the information
security of hospitality businesses. The intensity
of cyberattacks is increasing, disrupting the
operation of digital booking, management, and
customer communication systems, which
necessitates the strengthening of cyber
defenses, the implementation of data backup,
and the active use of cloud technologies to
ensure the continuity of business processes
even in the event of critical damage to physical
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infrastructure. As the authors note [9], in the
context of military threats, the disruption of the
consumer market and regional disintegration,
the need to establish a flexible information
infrastructure takes on particular importance;
such an infrastructure would ensure the
timeliness of management decisions,
personalized customer interaction, cybersecurity,
and integration with government e-services.
It has been established that the successful
digitalization of the sector is possible only if
technical solutions are aligned with businesses'
real needs in crisis conditions. As already noted,
war acts as a catalyst for digital transformation,
with systemic and multidimensional impacts that
encompass both operational and strategic levels
of management. In this context, digital resilience
emerges as an enterprise’s inherent ability to
adapt to extreme conditions by implementing
flexible  technological solutions. Strategic
management of hospitality enterprises in the
face of military threats is undergoing a radical
transformation. Approaches to planning and
decision-making are changing: analytical tools
are becoming a key mechanism for instant risk
assessment, adaptation to demand fluctuations,
and rigorous resource optimization, which is
critical given resource scarcity. Digital resilience
is thus evolving from a tool for short-term survival
into a fundamental competitive advantage. It
forms the basis for the long-term competitiveness
of hospitality businesses in today’s environment,
ensuring their viability and market leadership
despite global instability. The hospitality industry
is currently undergoing a radical transformation,
driven by the synergy of global digital shifts and
acute internal challenges — military conflict,
economic instability, changes in consumer
behavior, and a severe labor shortage. In these
conditions, the introduction of digital technologies
into the hospitality sector serves not only as a
tool for process automation but also as a strategic
safeguard for business viability in the turbulent
environment. Digitalization not only enables
increased revenue and personalized service but
also takes management quality to a new level
whilst optimizing costs. However, on the path to
large-scale technological renewal of the sector,
its implementation is hampered by several
managerial barriers that hinder the systematic
modernizationofenterprises. Table 1 consolidates
and systematizes the key determinants
influencing the digital resilience of hospitality
industry enterprises.

The listed determinants are not mutually
exclusive — they are strongly correlated

(the complexity of IT integration is often a
consequence of financial constraints and low
digital literacy). However, for applied analysis,
it is advisable to consider them separately, as
each requires distinct response measures.
The determinants discussed do not exhaust
the full complexity of the situation. According
to strategic reports [12; 13], Ukraine’s current
digital landscape indicates that the potential
of classical digital transformation as a purely
instrumental process has been exhausted. In the
context of military destabilization and growing
cyber threats [4; 11], there is a need to rethink the
architecture of business-consumer interaction,
which brings the concept of digital resilience to
the fore — the ability of a business to maintain
functionality, adapt, and recover in the face of
ongoing crises. The authors of [6] interpret digital
modernization as the integration of technology
into the economy — a «tool for breakthrough
development».

Building on this approach, we argue that, in
times of crisis, technological integration is not
an end in itself but a means of fostering digital
resilience — the ability to function amid nonlinear,
crisis-driven changes.

Inthis sense, the priority is not only operational
efficiency, but also maintaining consumer trust
and capitalizing on reputation in a turbulent
environment. Whereas in the traditional
approach, digitalization is a means of optimizing
costs, in the proposed approach, it becomes
the foundation for building a secure space
for customer interaction, where technological
solutions strengthen market trust.

Traditional approaches to business continuity
and cyber resilience [7] focus on internal
technological stability, ignoring the customer
experience during a crisis, which creates a gap
between technological readiness and market
viability and highlights the need to broaden
approaches to take into account the specific
nature of the hospitality sector, where the
customer experience is a determining factor
in competitiveness. Competitiveness in the
hospitality sector is shifting from formalized
plans to dynamic organizational capabilities
shaped by market interaction. A key role is to
integrate an understanding of customer needs
into all aspects of operations, based on the
collection and analysis of consumer behavior
data, thereby transforming standard service into
a personalized guest experience. The identified
determinants provide a basis for understanding
operating conditions during a crisis; however,
to gain a comprehensive understanding of the
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Table 1

Determinants of digital resilience of hospitality enterprises in conditions of military threats

Determi- | Impact on the company’s Destructive : -
nants operations (risks) Adaptive (capabilities)
1 2 3 4

law and mobilization
measures
(external determinants)

A decline in tourist numbers
and a fall in demand due to
security threats; disruptions
to logistics chains and supply
chain failures; a shortage of
skilled staff resulting from
mobilization and migration;
and restrictions on business
operations due to curfews
and legal prohibitions.

A decline in the
customer base due to
reduced tourist activity
and security threats;
logistical disruptions;
staff shortages resulting
from mobilization and
migration; and restrictions
on operations due

to curfews and legal
prohibitions.

The shift to remote work
and flexible employment,
the expansion of online
services and contactless
customer service
technologies, resource
allocation and alternative
logistics, the involvement
of internally displaced
persons, and government
support programs.

A severe shortage of skilled | The imposition of martial
determinants)

workers against the backdrop
of migration trends (internal

Damage to reputation due
to inconsistent service
and declining customer
loyalty; loss of competitive
advantage due to an inability
to scale operations and
implement digital tools;
constraints on long-term
development due to a
lack of human resources
to implement strategic
initiatives.

Chronic staff overload,
leading to burnout

and exhaustion; a
shortage of specialists
with the necessary
skills for digitalization;
staff turnover, which
jeopardizes operational
continuity, and a decline
in service quality due to
excessive workloads on
employees.

Automation of routine
processes (chatbots,
online booking) to reduce
the workload on staff;
development of digital skills
through training; flexible
working arrangements
(outsourcing, remote
working); support for
mental health (rotation,
workload management).

literacy

Insufficient digital
among staff
(internal determinant)

Low returns on digital
investments, the persistence
of manual processes with
overlapping functions, and
limited operational flexibility,
which together lead to a loss
of competitive advantage
and a reduced ability to
adapt to market changes.

Resistance to automation
(reluctance to adapt,
sabotage, psychological
barriers); the persistence
of manual practices;
ineffective automation due
to the superficial use of IT
tools without integration
into processes.

Ongoing staff training;
engaging staff in the
change process by
communicating the benefits
of automation and using
motivational strategies;
phased implementation
through pilot projects,
followed by scaling up.

A slowdown in digital
transformation, which widens
the technological gap with
competitors, and operational
inefficiency due to the
continued use of

Transformation held
back by resistance
from management

or staff; reliance on
manual processes; low
adaptability due to

Involving

senior management and
key staff in the planning

of the transformation,
demonstrating the benefits
of automation to different

Resistance to
organizational
change (internal
determinant)

costly manual procedures;
a loss of competitiveness
resulting from an inability to
deliver the required levels of
service quality, speed, and
flexibility.

Inflexibility in management
and production makes

it difficult to respond to
market changes.

levels of management;
phased implementation
through pilot projects,
followed by scaling

up; fostering a culture
of change through
communication, training,
and incentive schemes.
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Continued from Table 1

[EnY

2

4

Financial and strategic
funding shortfall
(internal determinant)

Low return on investment
due to the lack of a
systematic strategy;
operational constraints
resulting from the continued
use of manual procedures;
loss of competitive
advantage due to
technological backwardness;
low resilience to crises due
to the lack of flexible digital
tools.

A slowdown in
technological
modernization due to a
lack of resources and the
absence of a strategy;
limited flexibility from
piecemeal digitalization;
and fragmented IT
solutions that reduce
return on investment.

Developing a long-term
digital strategy that takes
into account the specific
characteristics of the
sector, phased, scalable
investment, securing
alternative sources of
funding (government
programs, grants, partner
investments), and focusing
resources on priority areas.

Regional digital inequality
(exogenous determinant)

Limited competitiveness
due to a technology gap;
a shrinking customer
base due to poor online
market coverage;
operational instability
resulting from reliance
on external infrastructure
quality; difficulties scaling
the business in regions
with weak technological
infrastructure.

Inconsistent service
standards due to
technological limitations;
poor coverage of the
online market due to
limited access to digital
sales and communication
channels; an uneven
playing field that puts
businesses in remote
areas at a distinct
disadvantage.

The use of mobile and
satellite technologies to
establish a basic digital
presence, local digital
optimization of internal
processes that do not
require a constant internet
connection, partnerships
with operators to expand
coverage and with flexible
service delivery through a
gradual build-up of digital
capabilities.

Cyber vulnerability and
information security
systems (internal
determinants)

Disruption to operations
caused by the failure of
critical systems;

financial losses arising
from system recovery and
penalties; reputational
risks due to data breaches;
weakening of market
positions due to a loss of
trust.

Operational disruptions
caused by cyberattacks or
security system failures;
leaks of confidential data
and damage to reputation;
financial losses resulting
from downtime and
system recovery; loss of
trust among customers
and partners.

Comprehensive cyber
security (firewalls, antivirus
software, intrusion
detection);

regular security audits
and system updates;
data backup via cloud
technologies; staff
training in cyber hygiene;
standardized incident
response procedures.

(internal determinant)

The complexity of selecting and
integrating IT solutions

Low return on investment
due to the lack of a
systematic strategy;
piecemeal automation
that fails to deliver the
expected operational
benefits; difficulties in
scaling the business due
to the fragmentation of IT
tools; loss of competitive
advantage as a result of
falling behind technologically.

Inefficient use of
resources due to a lack of
assessment of the viability
of investments, the
dispersal of investments
across unrelated systems,
piecemeal implementation
without system
integration, and the
inability to scale up and
achieve comprehensive
automation.

The introduction

of practices for the
preliminary assessment of
the economic viability of
digital solutions, the use
of integrated platforms
rather than individual
tools, phased, scalable
implementation, and expert
guidance in selecting IT
tools.
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End of Table 1

[EnY
N

3 4

Disruption to business
continuity due to a lack of
connectivity; loss of online
bookings and customer
inquiries as a result of

digital service outages;
unavailability of cloud
services; financial losses due
to downtime and a decline in
service quality.

Instability of
telecommunications
infrastructure and electricity

supply (external determinants)

Loss of contact with
customers and the
inability to process
bookings and payments;
system failures due to a
lack of internet and power
supply; unavailability of
cloud data, resulting in
a loss of control over
processes; disruption to
coordination between
departments; and forced
downtime.

Backup power supply
(generators, batteries,
solar panels); alternative
communication channels
(satellite internet, Starlink,
various providers);
standalone booking
systems with offline
access; local data backup;
continuity of critical
services during power cuts.

Rising operational costs

for legal support; delays

in the roll-out of digital
services; risks of reputational
damage in the event of data

competitiveness due to
limited ability to integrate
digital solutions with
government e-services.

Regulatory constraints
and legal uncertainty in
the field of digitalization
(external determinants)

Rising costs of legal
support and auditing,
difficulties in implementing
digital tools due to
changes in legislation,
protection breaches; reduced |the risk of fines for data
protection law breaches,
and a slowdown in digital
transformation due

to legal uncertainty.

Engaging legal advisers
to support digital projects;
implementing compliance
management systems;
using industry data
protection standards
(ISO/IEC 27001) as the
basis for internal regulatory
frameworks; participating
in public consultations

on regulatory policy

in the digital sector.

Source: compiled by the author [1; 3; 8; 10]

mechanism of resilience, it is necessary to trace
the logic of its development from basic tools to
strategic outcomes.

Conclusions. This study has identified a set
of determinants that influence the level of digital
resilience of hospitality enterprises in the face of
military threats. In a crisis context, digitalization
ceases to serve a purely optimization-oriented
function and becomes afundamental prerequisite
for maintaining operational capability, shifting the
focus from efficiency to business continuity. It has
been established that the determinants of digital
resilience are heterogeneous in origin: external
factors necessitate the establishment of backup
management circuits, whilst internal factors are
characterized by structural interdependence,

whereby staff shortages hinder technological
adoption and low digital literacy negates
the potential of automation solutions. A key
conceptual finding is the distinction between
digital transformation — as a process of changing
the business model — and digital resilience —
as a systemic property that ensures continuity
and self-recovery. The «risk-adaptation» matrix
developed enables a shift from localized fault
diagnosis to a comprehensive resilience audit,
which has practical significance for management
decisions in the hospitality sector. A promising
direction for further research is the development
of methodological tools for quantitatively
measuring the level of digital resilience among
enterprises in the sector.
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