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The rapid digitalization of business environments has made information security a critical component of
enterprise risk management. This paper develops a formal framework for anomaly detection as an instrument
of economic information security management. The business information space is formalized as a tri-domain
environment integrating transactional, behavioral, and system-level data. A hybrid detection architecture combines
an unsupervised ensemble of Isolation Forest, Autoencoder, and One-Class SVM with a supervised classifier,
enabling detection of both novel and known fraud patterns. A cost-sensitive loss function with analytical threshold
optimization aligns detection decisions with expected financial loss minimization. A four-tier risk decision matrix
translates detection outputs into economically grounded management responses.
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Lindpposa TpaHctopMalLlisi EKOHOMIYHUX CUCTEM CYTTEBO 3MiHMAA NaHAWadT iHopMaLiiHOi 6e3MNeKn CyYacHNX
nignpvemcTts. TpaguuiiiHi migxoaw, WO 6a3yoTbCA Ha XXOPCTKO 3afaHuX MpaBuiax i curHaTypax, BUSIBNSHOTbCA
CTPYKTYPHO HeaZleKBaTH1MU: BOHW 3[aTHi BUABNATW NLLE 3a34a1erifb KaTanori3oBaHi 3arposu i He 3ab6e3neyytotb
€KOHOMIYHOI iHTepnpeTaLii BusBAeHux nogiii. MeToto cTatTi € po3pobka hopMasibHOr0 METOLO/ONYHOIo NiaxXomy
[l0 BUSIBMIEHHSI aHOMaUTili SIK iHCTPYMEHTY ynpaB/iHHS €KOHOMIYHOK Ta iHhopMaLiiiHOK 6e3nekoto MignpueMcTBaa.
3anponoHoBaHwWii Nigxia hopmarnisye iHpopmauiinHMin NPoCTip Bi3HECY SIK TPU-A0MEHHE CepefoBHLLE, LLIO OXOM/THE
TpaH3akUiliHi, NOBEAHKOBI Ta CUCTEMHO-PIBHEBI AaHi, Ta BBOAWUTb YHichikoBaHUiA GaraTomkepenbHUin NOKasHUK
aHOMaJsIbHOCTI Ha OCHOBI X 3BaXKEHOI arperauji. [0/10BHO iHHOBALLIEO € ribpuaHa apXiTekTypa CUcTeMU AeTekul,
LLO iHTerpye aHcamb/b METOAIB MalLUMHHOTO HaB4YaHHSA 6e3 Buutens (Isolation Forest, Autoencoder Ta One-Class
SVM) ansa BUSBNIEHHA HOBMX 3arpo3 i3 KOHTPO/IbOBaHUMU MOZENAMU Knacudikalii ans AeTekuii BifoMUxX naTepHis
Laxpaiictea. Barosi koedqilieHTn arperauii LOMEHHMX OLiHOK OMTUMI3YHTbCS BiGHOCHO €KOHOMIYHOT COYHKLT BTPAT,
a He CTaTUCTUYHUX METPUK TOYHOCTI. IMopir knacudikawii NepeocMUCTIIETLCA AK EKOHOMIYHA 3MiHHA PilLEHHS, Lo
MiHiMi3y€e CyKymnHi o4ikyBaHi thiHaHCOBI BTpaTu. yHKLiS BTpAT BPAXOBYE aCUMETPI0 BUTPAT NOMUIKOBUX CripaLloBaHb
Ta NPOMyLLEHNX 3arpo3, BiHOLIEHHSA SKUX Y KOHTEKCTI eNeKTPOHHOI KoMepLii nepesuLye 7:1. MpakTuyHa LiHHICTb
nosArae B YCYHEHHi TPbOX CTPYKTYPHUX 0OMEXeHb HasiBHUX METOAIB: OMEHHOT dhparMeHTaLii aHanisy, BigCyTHOCTI
E€KOHOMIYHOI iHTepnpeTaLil pesynsTariB AeTekuii Ta KanibpyBaHHs MoporiB 6e3 ypaxyBaHHA acuMeTpii BuTpar
NOMWOK Knacudikauii. 3anponoHoBaHuUii Migxig 3abesnevye MeHemKepam MOXMBICTb OLHIOBATW e(DEKTUBHICTb
cuctemu 6esnekn y hiHaHCOBMX NOKa3HMKax 3aMiCTb HENMPO30PUX CTATUCTUYHMX METPUK. [J04aTKOBO 3anpornoHoBaHa
Mofenb 3abesnedye aganTyBHE OHOBMEHHSI NapaMeTpiB AeTeKwii BiANOBIAHO A0 AMHAMIKM Gi3HEC-MPOLECIB Ta 3MiH
LMdppoBOro cepenosuLLa NignpueMcTBa.

KntouoBi cnoBa: ynpasniHHA iHPOPMaLiiHO Ta EKOHOMIYHOK OE3MEKO; BUSIBMEHHS aHOMarlili; ouiHKa
E€KOHOMIYHUX PU3KKIB;, MYy/NbTUKEpPesibHa apXiTekTypa [eTekuii; onTumisauis, 4yTivBa [0 BUTparT; ribpugHe
MalLMHHE HaBYaHHS; undpoBuii BisHec.
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Problem statement. The rapid digitalization
of economic systems has transformed the
structure and risk profile of modern business
environments. Enterprises increasingly operate
within integrated information ecosystems that
combine transactional data, user behavior, and
system-level events. While such integration
enhances efficiency and scalability, it also
increases exposure to complex and evolving
security threats, making information security a
key component of enterprise risk management
with direct financial implications. According to
industry data, the average global cost of a data
breach has reached record levels [1], while
annual losses from e-commerce fraud exceed
$48 billion [2].

Traditional security mechanisms based on
rule-based and signature-driven detection are
increasingly inadequate in this context. Their
reliance on predefined threat patterns limits the
ability to identify novel or adaptive attacks, which
account for a substantial share of security losses
in digital commerce and financial systems.

Anomaly detection offers an alternative
approach by identifying deviations from normal
behavior rather than matching known patterns.
However, despite advances in machine learning,
its application in business security remains
constrained by three limitations. First, existing
methods are typically domain-specific and fail to
capture cross-domain threat patterns. Second,
detection outputs are expressed in statistical
terms without direct economic interpretation,
limiting their usefulness for managerial decision-
making. Third, model calibration is commonly
based on statistical metrics that assume
symmetric  misclassification costs, which
contradicts real-world conditions where missed
threats are significantly more costly than false
alarms.

To address these limitations, this study
develops a formal framework for anomaly
detection as an instrument of economic
information security management. The approach
integrates a multi-domain representation of the
business information space, a unified anomaly
scoring mechanism with economically calibrated
weights, and a cost-sensitive optimization layer
that aligns detection decisions with expected
loss minimization.

In addition, the framework incorporates a
hybrid architecture combining unsupervised
and supervised methods, enabling the detection
of both novel anomalies and known fraud
patterns. An economic risk score is introduced
to link detection outputs with financial impact,

supporting risk-based prioritization of decisions.

The main contribution lies in integrating
anomaly detection into a unified economic
decision-making framework that connects data
representation, model design, and decision
rules through the principle of expected loss
minimization [3].

Analysis of recent research and
publications. In the foundational study by
Chandola V. et al. [4], a widely adopted taxonomy
was established, distinguishing between point,
contextual, and collective anomalies, each
associated with distinct detection mechanisms
and economic implications in the case of
non-detection. Aggarwal C. [5] demonstrated
that in high-dimensional and heterogeneous
data spaces no single algorithm consistently
outperforms others across all anomaly types.
This is empirically confirmed in [6], where
comparative evaluation of fourteen unsupervised
algorithms showed that structurally different
families exhibit complementary strengths — the
basis for ensemble construction. Authors of [7]
identify multi-source data integration and cost-
sensitive model calibration as the two most
underexplored directions in recent research on
anomaly detection.

In the domain of fraud detection, Baesens B.
et al. [8] provide the foundational analytical
framework across supervised, unsupervised,
and network-based approaches. Hilal et al.
(2022) show that purely supervised models are
inherently unable to identify novel schemes,
driving convergence toward hybrid architectures.
In the e-commerce context, Rodrigues V. et al.
[10], reviewing 64 empirical studies, find that
gradient boosting consistently achieves state-
of-the-art performance for transaction-level
classification, while identifying multi-source signal
integration as the most significant unresolved
challenge. Authors of [11] demonstrate that rule-
based systems achieve only limited effectiveness
(52-58% detection rate) for novel fraud, while
machine learning ensembles substantially
improve detection rates (87-94%). The inclusion
of behavioral and profile-based features yields
measurable improvements in classification
performance, as confirmed by Byrapu Reddy S.
et al. [12] and Zeng Q. et al. [13].

In the cybersecurity domain, authors of [14]
establish that behavioral baselines in intrusion
detection systems are inherently non-stationary
and require continuously adapting models.
Ahmed M. et al. [15] document that persistently
high false positive rates (40-70% in deployed
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systems) remain the primary operational
barrier to practical adoption. Maci F. et al. [16]
demonstrate the effectiveness of unsupervised
UEBA for unknown anomalous behavior, with
Isolation Forest [17] and One-Class SVM
[18] serving as complementary algorithmic
foundations.

From an economic perspective, Gordon L.
and Loeb M. [3] establish that optimal security
investment is governed by expected loss rather
than technical performance, implying that
detection thresholds should reflect financial
consequences of classification errors. IBM
Security [1] and Cybersource [2] underscore
the growing economic stakes. HOppner S.
et al. [19] formalize this at the model level,
showing that cost-sensitive calibration yields
significant economic gains over accuracy-based
approaches and that the optimal threshold
derives analytically from relative error costs. The
present study extends this principle to the full
detection architecture.

Highlighting previously unresolved
parts of the overall problem. Despite these
advances, the literature remains fragmented
along three key dimensions: the separation of
data domains, the lack of economic interpretation
of anomaly scores, and the absence of unified
cost-sensitive optimization frameworks. These
limitations motivate the development of an
integrated approach that combines multi-source
data, hybrid detection models, and economically
grounded decision rules within a single analytical
framework.

The purpose of the article is to develop
an economically grounded anomaly detection
framework that integrates multi-source data,
hybrid modeling, and cost-sensitive decision-
making.

Summary of the main research material.
The proposed framework introduces a formal
representation of the business information space
in which observations are modeled as multi-
domain feature vectors integrating transactional,
behavioral, and system-level data. This
representation reflects the structural complexity
of modern digital business environments,
where economic activity is generated through
the interaction of heterogeneous processes
operating at different levels of abstraction.
Unlike traditional approaches that treat these
data sources independently, the proposed
model explicitly accounts for their joint structure,
enabling the detection of anomalies that emerge
only through cross-domain interactions.

The framework is developed in several
stages. First, we formalize the multi-domain
information space. Second, we define anomaly
detection functions for each domain. Third, we
integrate domain-specific scores. Fourth, we
establish cost-sensitive decision rules.

Let the set of all observations generated by
the information system be:

X={x,x%,...,x,}, x,€ R" (1)
where n is the total number of observations;
m — is the feature space dimensionality.

Each observation may carry a latent binary
label y,e {0,1},where y,=1 denotes a fraudulent
or anomalous event. In practice these labels are
frequently incomplete or delayed: the primary
motivation for including unsupervised detection
mechanisms.

They correspond to a recorded event within
the business system. Such events may include
financial transactions, user actions, or system-
level processes. The high dimensionality of the
feature space reflects the richness of available

information, but also introduces challenges
related to noise, redundancy, and non-
stationarity.

To address these challenges, each

observation is decomposed into domain-specific
components as:

_ trans beh inf o
X={x" X" x" ), )

where X" — captures financial transaction
parameters (amount, payment method, address
correspondence, geographic origin, temporal
attributes); X** — reflects user interaction pat-
terns over time (session velocity, navigation
sequences, bounce rate, conversion behaviour),
which are critical for detecting account takeover
and bot activity (Zeng Q. et al. [13] show that
behavioral features contribute ~50.9% of pre-
dictive power in the fitted hybrid model); X™° —
encompasses system-level events (access fre-
quencies, IP patterns, protocol anomalies).
Sophisticated threats manifest simultaneously
across all three: a single-domain architecture is
structurally unable to detect cross-domain pat-
terns [10].

This decomposition is not merely a technical
convenience but reflects the underlying economic
structure of the system. Transactional data
capture direct financial flows, behavioral data
describe user interaction patterns, and system-
level data provide contextual information about
the operational environment. By preserving this
structure, the model maintains interpretability
and allows for domain-specific analysis.
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Let D = R™ de note the normal-behavior
region estimated from training data. Anomaly
detection is defined as a mapping from the
feature space to a bounded interval, producing
an anomaly score s, for each observation x,

fiR">[0,1], s, =f(x,)=P(x, D) 3)

In contrast to purely statistical interpretations,
the anomaly score in this framework is treated as
a proxy for the probability of abnormal economic
behavior under incomplete information. This
interpretation is crucial, as it establishes a direct
link between statistical detection outputs and
economic decision-making.

The estimation of anomaly scores is inherently
uncertain, as the true distribution of normal
behavior is unknown and may evolve over time.
This uncertainty is particularly pronounced in
digital business environments, where behavioral
patterns are dynamic and influenced by external
factors. As a result, anomaly detection must
be understood as an approximation problem
in which the function mapping observations to
anomaly scores is learned from data rather than
specified analytically.

To improve robustness, anomaly detection is
performed separately within each data domain.
This results in a set of domain-specific anomaly
scores, each capturing differentaspects of system
behavior. The use of domain-level detection
allows the model to account for heterogeneity
in data distributions and to avoid the loss of
information that may occur when features are
aggregated prematurely. At the same time, it
enables the identification of domain-specific
anomalies that may have distinct economic
interpretations.

The continuous  formulation  enables
risk-stratified responses: observations with
intermediate scores are queued for review
rather than categorically blocked. The binary
classification rule is:

v, =lif's, >v; y, =0if 5s,<7 (4)

In the proposed framework, T is an economic
decision variable optimized against expected
financial loss, not a statistical hyperparameter.

The economic interpretation of the anomaly
score follows:

E[Loss |s,]=s, - P(Threat |x,) 'Impact(xi), (5)

where s, = f(x,)is the domain-level anomaly
score for observation x,, representing the
estimated probability that the observation
deviates from the learned normal-behavior
D ; P P(Threat |x,)is the conditional probability
that the detected anomaly corresponds to an
actual security threat, which may be estimated
from historical incident data or expert elicitation;

[mpact(xi)’ is the expected financial exposure
associated with observation x,, reflecting
transaction value, potential chargeback costs,
and downstream operational losses.

The product si-P(Threat |x,)yields the
risk-adjusted anomaly likelihood, which is
subsequently scaled by financial exposure to
produce an economically interpretable detection
signal. This formulation operationalizes the
principle established by Gordon L. and Loeb M
[3], that security decisions should be governed by
expected loss rather than technical performance,
at the level of individual observations.

User behaviour requires a profile-based
deviation metric rather than a point-in-time
feature comparison. For each user u, the
temporal action sequence in window t is:

B,(t)={a,.a,.,....a, }, (6)

where a, denotes an individual user action
(e.g., login, payment attempt, password reset,
device change, or navigation event), k — is the
number of recorded actions within the observation
window, and t defines the analyzed time interval.

A normal profile B*™is estimated from
historical data across temporal, spatial, and

functional dimensions. Deviation from this
profile is:

D, (t)=d(B,(1).BS"" ), @)

where  d(-,)is cosine distance or

KL-divergence for continuous vectors, and
Levenshtein edit distance for sequential action
patterns, which are normalized to [0, 1] to obtain
the behavioral anomaly indicator /" (x,).
This component detects account takeover, bot
activity, and coordinated fraud preparation that
may remain invisible at the transactional level [16].
The domain-specific scores (domain level)
are subsequently combined into a unified multi-
source indicator. The unified anomaly score is a
weighted linear combination of domain-specific
signals:
SiMS _ a_ftrans (xi)+B_finfo (xi)+ (8)
+y~fi"f”(xl.), a+pB+y=1
where s' is the aggregated multi-source
anomaly score for observation i; £, f*", fnt
denote anomaly scores obtained from
transactional, behavioral, and system-level data
domains, respectively; a, B, y are non-negative
weights reflecting the relative importance of
each domain in the overall risk assessment; and
i=1,2,...,n indexes observations in the dataset.
Domain weights are estimated by minimising
total expected economic loss on the validation
set:
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_{a*,B*,y*}=argminCost(a,B,y)' (9)

The use of a weighted linear aggregation
is motivated by both analytical tractability and
interpretability. From an economic perspective,
the weights can be interpreted as reflecting the
relative importance of different data domains in
assessing risk. Their calibration can therefore be
aligned with the objective of minimizing expected
loss.

Cross-domain integration is necessary
because sophisticated threats generate
correlated anomalies across all three layers:
thus, authors of [10; 11] identify multi-modal
integration as the field's most impactful open
gap. _

Each domain function /" f*" ™ s
implemented through an ensemble of three
algorithms  with complementary detection
mechanisms. Authors of [6] demonstrate
empirically that heterogeneous ensembles
outperform  homogeneous ones because
algorithms from different structural families
exhibit complementary blind spots.

A fraud pattern engineered to evade one
mechanism will, with high probability, be visible
to at least one other, providing defence-in-depth
in adversarial environments. Table 1 summarises
the three component algorithms.

The anomaly detection component of the
proposed framework relies on a combination
of complementary unsupervised models, each
capturing different aspects of abnormal behavior.
Isolation Forest [17] identifies anomalies based
on the principle of isolation, where observations
that can be separated from the rest of the data
with fewer partitioning steps are considered
anomalous.

In contrast, the Autoencoder approach
detects anomalies through reconstruction error,
learning a compressed representation of normal

behavior and flagging observations that cannot
be accurately reconstructed as deviations from
the underlying distribution.

Additionally, the One-Class SVM [18] defines
a boundary around normal data in a transformed
feature space and identifies observations
lying outside this boundary as anomalies. The
combination of these methods enables the
framework to capture diverse anomaly patterns,
improving robustness and detection performance
across heterogeneous data environments.The
three scores are aggregated into the ML-level
ensemble score:

SH =w-8" +w-8" +w-§, Tw, =1,

i

(10)

where S"" is the aggregated anomaly score
for observation i; S, ,S*" denote anomaly
scores obtained from the Isolation Forest,
Autoencoder, and One-Class SVM models,
respectively; w; are non-negative weights
reflecting the relative importance of each model
in the overall risk assessment; and i=1,2,...,n
indexes.

The ensemble score is a convex combination
of three algorithms outputs, with weights
constrained to sum to one and optimized
against the expected loss objective rather than
statistical performance metrics. To complement
the ensemble's sensitivity to novel anomalies,
the framework incorporates a supervised
component that estimates fraud probability from
labeled historical observations.

The ensemble detects novel threats but
does not exploit confirmed fraud labels when
available. Let P(y, =1] x,) be the supervised
fraud probability from a trained classifier. The
hybrid score integrates both (final detection level):

SPE = S+ 0, P(y, =1x, ), A, +4, =1, (11)

where S""* is the unified anomaly score; S
is the ensemble-based anomaly score which
is given by (10); P(y, =1x,) is the supervised

Table 1
Complementary unsupervised algorithms in the detection ensemble
Algorithm Mechanism Strength Limitation
- - ; . . |Global point anomalies; Insensitive
I(Isl%latlon Forest ﬁﬁg‘;ﬁ'?’eesb'ggéy isolation high-dimensional data; to contextual/density
P O(n log n) anomalies
Reconstruction error Nonlinear deviations; .
,(ijé(;encoder from compressed latent |complex behavioral ggggl{fasinlﬁlrgesentormal-
representation patterns 9
One-Class SVM hMy%rgr'gb?%srgd Complex nonlinear O(n2-nd) scaling;
(SVM) in kernel space decision surfaces subsampling required

Source: compiled by the authors based on [6; 17; 18; 20]
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probability of fraud; and A,, A, are non-negative
weights controlling the relative contribution of
unsupervised and supervised components.
The weights are jointly optimized with the multi-
source aggregation parameters a, B, y respect to
the economic loss function.

Thus, the hybrid score S§””*“is the unified
detection variable entering both the threshold
rule and economic risk  quantification.
A, A, are jointly optimized with {a, B, y} against
the economic loss function. The supervised
component detects known fraud patterns with

high precision; the unsupervised ensemble
detects novel threats regardless of historical
labelling, together providing defence-in-depth
against the full spectrum of e-commerce fraud
typologies [11].

The proposed framework is operationalized as
a multi-stage analytical pipeline, as illustrated in
Figure 1. The system integrates heterogeneous
data sources, including transactional, behavioral,
and system-level information, which are jointly
processed to capture different aspects of
business activity.

INPUT DATA
Transactions | Behaviour | System Logs

S/trans

Cleaning -

PREPROCESSING - — — — — — — — — — — — — &
Feature Engineering -

Normalisation

S’\beti

BEHAVIOURAL
MODEL

TRANSACTIONAL
MODEL

Profile Deviation
Session Analytics
Temporal Patterns

Isolation Forest
Autoencoder
One-Class SVM

]

MULTI-SOURCE INTEGRATION
s = a-S”trans + 3-S”beh + y-S~info
{o*, B*, y*} = arg min Loss(a, B, Y)

SYSTEM/LOG

\ i
1
] MODEL ]
| 1 labelled
| Isolation Forest 1 data
| Autoencoder ! 1
| Statistical Analysis ! 1
Lo I 1
1
1
1
1
|
A 4
Supervised Classifier
Py=1[x)

HYBRID DETECTION SCORE
S”™hybrid = A_1-S"ML+ A_2-P(y =1]X)

ECONOMIC RISK QUANTIFICATION
Risk(x) = s - P(Threat | x) - Impact(x)

DECISION THRESHOLD
s > T = arg min Loss(1)

HIGH
MEDIUM

ANOMALY DETECTED
CRITICAL — Auto-block
— Priority review
— Monitor

NORMAL BEHAVIOUR

LOW - Log only
(retraining data)

Figure 1. Multi-stage analytical pipeline for economic-aware anomaly detection: integrating
heterogeneous data sources, hybrid detection, and cost-sensitive decision-making

Source: formed by the authors
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At the preprocessing stage, data are
cleaned, transformed, and normalized to ensure
consistency across domains and to reduce the
impact of noise and scale differences.

At the detection stage, anomaly scores are
estimated independently within each data domain
using complementary unsupervised models,
enabling the capture of deviations across financial
transactions, behavioral patterns, and system-
level activities. The domain-specific scores are
aggregated into a unified multi-source indicator
with weights calibrated to minimize expected
loss. A supervised classification component is
incorporated to capture known fraud patterns,
and its output is combined with the ensemble
score into a hybrid anomaly score that balances
sensitivity to novel threats with precision on
known cases.

This hybrid score serves as the basis for
economic risk quantification, combining anomaly
likelihood with the estimated financial impact of
each observation.

At the final stage, a cost-sensitive threshold
determines the response category, from passive
monitoring to active intervention, with adaptive
retraining ensuring the model updates in
response to evolving behavior.

The economic consequences of classification
outcomes are inherently asymmetric: a missed
fraudulent transaction incurs direct financial loss,
chargeback costs, and operational expenses,
whereas a false alarm primarily causes
customer friction and reputational damage.
Table 2 summarizes these outcomes based on
representative industry estimates [2; 11; 19].

Empirical estimates indicate that the cost of
a false negative significantly exceeds that of a
false positive, with a typical ratio exceeding 7:1.
This asymmetry implies that conventional
evaluation metrics assigning equal weight to
both error types may lead to economically
suboptimal decisions. In particular, metrics such

as the Fl-score assigns equal importance to
FP and FN errors, which is suboptimal when
misclassification costs are asymmetric.

The total expected economic loss can be
expressed as:

Loss :z:l:1|:yi(l_yi).CFN +(1_yi).yi 'CFP} - (12)

This formulation provides a direct link
between classification outcomes and financial
impact, enabling the calibration of detection
models in terms of economic efficiency rather
than statistical accuracy.

The corresponding optimization problem is
defined as the minimization of expected loss
with respect to both the detection function and
the decision threshold:

r?iPLoss(f,t) . (13)

For a fixed detection model, the optimization
reduces to selecting the decision threshold ¢*
that minimizes expected loss:

T =argmin Loss(1). (14)

A direct consequenz:e of the cost-sensitive
formulationistherepositioning ofthe classification
threshold t from a statistical hyperparameter to
an economic decision variable. Under standard
Bayes-risk minimization assumptions, the
optimal threshold admits a closed-form solution
(Hoppner et al., 2022):

Znalytical =Cpp /(CFP +CFN) ~0.123. (15)

This result implies that the optimal threshold
is significantly lower than conventional values
such as t = 0.5, reflecting reflecting the 7:1 cost
asymmetry: the system should flag a transaction
as suspicious at a considerably lower evidence
threshold than statistical convention would
suggest, because the cost of missing a genuine
threat far exceeds the cost of an unnecessary

T

review. In practical deployment, t is estimated
empirically by minimizing the cost-weighted
classification error on the validation set.

Table 2

Economic consequences of classification outcomes (e-commerce context)

Outcome Condition

Economic consequence

True Positive (TP) y= 1,} =1

Fraud blocked; avoided loss including transaction
amount, chargeback, and operational costs

True Negative (TN) y=0, )A/ =0 Legitimate transaction approved; no additional cost

. L Fraud not detected; financial loss including transaction
False Negative (FN) y=1y=0 value, chargeback, and operational costs
False Positive (FP) y:O,)Azzl Legitimate transaction rejected; customer friction, support

costs, and potential churn

Source: compiled by the authors based on [2; 11; 19]
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The companion study demonstrates that
thresholds of 1=0.3and 1=0.7produce economic
losses 25% and 17% higher than the cost-
sensitive optimum respectively, confirming that
threshold calibration is not a secondary tuning
decision but a primary source of economic value
in deployed detection systems.ty.

In practical applications, the optimal threshold
is estimated empirically using validation
data by minimizing the cost-weighted sum of
classification errors:

T =arg mTin [NFP(T) ‘Crp + Ny Cry ] (16)

Empirical evidence shows that thresholds
selected without accounting for cost asymmetry
may lead to significantly higher economic losses.
This highlights the importance of cost-sensitive
calibration as a key component of anomaly
detection systems in economic environments.
This formulation directly links model calibration
to economic decision-making criteria.

Binary classification alone is insufficient for
operational decision-making in complex digital
environments. To address this limitation, each
observation is assigned an economic risk score
that integrates detection results with financial
impact:

Risk(x,)=S""""-P(Threatlx, ) Impact(x,), (17)

where S is the unified hybrid anomaly
score defined in equation (11), integrating
unsupervised ensemble  evidence  with
supervised fraud probability; P(Threat|xi) retains
the same interpretation as in equation (5);
Impact(x;),denotes the financial exposure of
observation x,, consistently defined across both
equations. The three components are treated as
conditionally separable for modeling purposes,
consistent with standard risk decomposition in
security economics.

The overall system objective can therefore be
expressed as the minimization of total expected
risk:

Loss,,, = 2 Risk(x,)—> min.  (18)

To operationalize this approach (Gordon L.A.
and Loeb M.P. [3]), the continuous risk score
is mapped to discrete decision levels that
determine the appropriate response strategy.
The corresponding decision logic is summarized
in Table 3.

The distinction between equations (5) and
(17) is architecturally significant: equation (5)
operates at the domain detection stage, where
s, reflects a single-domain or pre-aggregation
anomaly signal and serves to link raw
detection outputs to economic interpretation;
equation (17) operates at the decision stage,
where S””*“incorporates the full multi-source
aggregation and supervised integration pipeline,
and serves as the basis for risk-tier assignment
in Table 3.

This ensures that economic reasoning is
embedded at two levels: as an interpretive
principle governing model design, and as
an operational metric governing response
prioritization. This tiered decision structure
allocates system resources efficiently, directing
immediate intervention toward high-risk cases
while lower-risk observations remain available
for monitoring and model retraining.

Conclusions. The proposed framework
extends the expected-loss principle from
aggregate security investment to the internal
design of detection systems. All architectural
components, domain weighting, ensemble
aggregation, hybrid integration, and threshold
selection, are governed by a unified economic
objective, shifting anomaly detection from
a purely technical task to an economically
grounded decision system. While cost-sensitive
optimization has partially addressed this gap at
the model level, the present approach extends it
to the full detection and decision-making pipeline.

From a managerial perspective, the
framework delivers three implications: multi-

Table 3

Risk-based decision matrix

Risk Level Condition Automated action Human involvement
Risk>L,, Automatic blocking; session Immediate escalation;

CRITICAL » et termination urgent review

HIGH Ly <Risk<L,, \ng?i?iig%i%cr)]n hold; additional Priority review

MEDIUM L_med<Risk<L_high |Transaction allowed with flag Deferred analysis
Risk<L ; ; Logging and

LOW Ls med No intervention monitoring

Source: formed by the authors
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source integration is essential as single-domain
detection is structurally insufficient; the risk
formulation translates technical outputs into
financially interpretable indicators, improving
communication between security teams and
decision-makers; and economic threshold
calibration aligns system behavior with
organizational risk appetite.

Several limitations should be noted. Cost
parameters are treated as population-level
constants, whereas in practice they vary across
transaction types and customer segments.
Linear domain aggregation does not capture
nonlinear cross-domain interactions. Empirical

validation is currently limited to e-commerce and
cybersecurity contexts and requires extension to
other domains.

Overall, the framework reframes information
security management as an economic
governance problem driven by expected
financial loss rather than statistical performance.
Empirical evidence from the companion study
confirms strong predictive and economic
performance. Future research should address
the implementation of the proposed approach
into a multi-stage analytical pipeline that
integrates data processing, anomaly detection,
and decision-making into a unified system.
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