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This article systematizes modern digital tools and technologies applied in customs logistics — including
electronic declaration, automated risk management systems, the single window platform, blockchain, and artificial
intelligence — and evaluates their impact on the efficiency of foreign economic activity. A comprehensive conceptual
architecture of digitalized customs logistics is proposed, integrating three functional levels: technological tools,
risk management systems, and strategic transformation priorities. The study examines the implementation of the
Multi-Annual Strategic Plan for Electronic Customs (MASP-C) in 2024-2025. Five strategic directions for digital
transformation are substantiated in the context of EU integration. The findings confirm that digitalization is a
necessary but not sufficient condition for improving customs efficiency.
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CrarTda npucsBsyeHa KOMM/IEKCHOMY AOCIIKEHHIO LMPOBOi TpaHctopMaLlii MUTHOIT JTOTICTUKKN YKpaiHU B yMO-
Bax €BPOIHTErpaLji Ta Cy4yaCHuX BUK/IMKIB, 30KpEMa BOEHHOIO CTaHy. Y poboTi CMCTeMaTn30BaHO K/OYO0BI LPOBI
IHCTPYMEHTW Ta TEXHONOTIT, WO 3aCTOCOBYHOTLCA Y MUTHIA cdhepi, cepeq AKX enekTPoHHEe AeKnapyBaHHs, aBTo-
MaTn3oBaHi CUCTEMU YrpPaBAIHHSA PU3MKaMK, CUCTEMA «EAMHOIO BiKHa», G/IOKYENH, WTYYHWUIA IHTENEKT Ta iHLWWi iH-
HOBaLi/iHi pilleHHs. OBrpyHTOBAHO iXHiil BB Ha MiABULLEHHS e(DEKTUBHOCTI 30BHILLIHBOEKOHOMIYHOI AiAfIbHOCTI
MigNPMEMCTB Yepes CKOPOUEHHS Yacy MUTHOMO OChOPMIIEHHS, 3HKEHHS TPaH3aKLiHNX BATPAT, NiABWLLEHHS NPO30-
pocCTi npoueayp i 3MiLLHEHHS CTIAKOCTI NaHLoris noctayaHHs. OcobnmBy yBary nNpuaifeHo aHasni3y NpakTUYHUX pe-
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3yNbTaTiB BNPOBaKEHHS LMPPoBUX pilleHb y 2024—2025 pokax y Mexax peanizaLii baraTopiyHoro crpareriyHoro
nsaHy enekTPOHHOI MATHMLI. BUCBITIEHO PO3BUTOK K/OHOBKX iIHDOPMALAHNX CUCTEM, 30Kpema 3amnyck HOBMX ha3
TPaH3UTHOT CUCTEMU, PO3LUNPEHHS (DYHKLIIOHANY «EAUHOMO BikHa» Ta BMPOBAMKEHHS LEHTPasli30BaHUX pilleHb Y
MWUTHOMY OCDOPM/IEHHI. Ha OCHOBI y3araslbHEHHS TEOPETUYHUX | NPUKNALHKX aCneKTiB PO3P06/IEHO KOHLIENTYasTbHY
apxiTeKTypy LmdpoBi30BaHOI MUTHOT MOTICTUKK, WO BK/KOYAE TPW B3AEMOMOB'A3aHI PiBHi: TEXHOMOTYHNMIA, piBEHb
ynpasniHHA pu3nkaMu Ta cTpaTeridHuii. Takwii nigxig 4o3BoNse po3rnagaty uudpoBy TpaHcdopmaLiio SK Ljinic-
Hy cucTemy, Ae e(DEKTUBHICTb AOCAraETbCS 3aBAAKU CUHEPTii TEXHOMOTIA, YNpaBAiHCbKMX PilEHb | CTpaTeriyHmx
opieHTMpiB. OBI'PyHTOBAHO M'ATb NPIOPUTETHMX HANPSAMIB NOAAUTLLLOT LMhPOBOT TpaHcqopMaL,ii MATHOI TOTICTUKM:
iHTerpauis 4o MMTHOro npoctopy €C, noBHa UMpoBI3aLisi MUTHUX QOPMasibHOCTEW, PO3BUTOK iIHTENEKTYaIbHNX
CUCTEM YMpPaBiHHA PU3NKaMK, rapMOoHi3alis TaprdoHOro Ta NPaBoBOro PerytoBaHHA, & TAKOX PO3BUTOK IOACHKOIO
TyuiliHux pechopm, piBHS KoopAMHaLii Mk opraHamy Bnaau Ta BignoBiAHOCTI €BPONEiCbkMM cTaHAapTam. Takum
YMHOM, LMIPOBI3aLis po3rNsagaeTbCs Sk HeobxigHa, ane HefoCcTaTHA yMoBa NiABWLLEHHS] e(PEKTUBHOCTI MUTHOT

cucTemn Ykpaidu.

KnouoBi cnoBa: MUTHa N0ricTVKa, LMdPOBI3aLlisi, e1eKTPOHHE AeKnapyBaHHs, CUCTEMA «EANHOTO BikHa», aBTO-
MaTtnsoBaHa cuctema ynpasiHHSA pu3nkamu, 6/10KYEliH, WTYYHWUI IHTENEKT, EBPOIHTErpaLis, KOHKYPEHTOCNPOMOX-
HICTb MiANPUEMCTB, NaHLIOr NOCTAaBOK, 30BHILLHLOEKOHOMIYHA [iS/IbHICTD.

Statement of the Problem. The rapid
development of digital technologies defines
the key directions of transformation of customs
processes, enabling customs administrations to
respond more effectively to emerging challenges
and to exploit the opportunities of the digital
environment [1]. As international trade volumes
continue to expand, the integration of advanced
information technologies, automation tools,
and data analytics into customs clearance and
control procedures becomes a critical factor in
enhancing the competitiveness of enterprises in
international markets.

For Ukraine, which is pursuing a strategic
course toward European integration while
simultaneously operating under the conditions
of a full-scale military invasion, the digital
transformation of customs logistics acquires
particular importance. Under such conditions,
the modernization of customs systems becomes
not only an economic priority but also a strategic
instrument for ensuring the resilience and
efficiency of foreign economic activity, and a
prerequisite for alignment with EU customs
standards.

Despite notable progress in implementing
digital customs solutions —including the MASP-C
strategic plan and expansion of the Single
Window for International Trade — the issue of a
comprehensive conceptual model of digitalized
customs logistics and systematic assessment
of its strategic directions in the context of EU
integration remains insufficiently explored. This
research gap determines the relevance and
scientific significance of the chosen topic.

Analysis of Recent Research and
Publications. The digital transformation of
customs systems has been increasingly studied
in recent academic literature. International

experience in risk management and the
digitalization of customs procedures has been
investigated by BugarCi¢ F. and StaniSi¢ N.
[2], as well as Alsharari N.M. [3], providing
important insights into best practices and
institutional approaches to modernizing customs
systems. Recent studies emphasize the role of
digitalization of customs logistics as a key driver
of export competitiveness, especially under
wartime and post-war conditions [4-10].

The implementation of electronic declaration
systems, single-window  platforms, and
interoperable customs infrastructures has been
shown to contribute to reducing clearance time
and transaction costs, thereby improving firms'
performance in international markets [4 -6]. The
functional aspects and risk-related dimensions
of customs logistics have been examined
by Kostiunik O.V. and Sivashenko T.V. [11],
Kushnir Yu.B. et al. [12], and Reznik N. and
Verbivskyi S. [13].

At the same time, the literature consistently
highlights that digitalization alone is insufficient
to ensure substantial efficiency gains without
effective governance mechanisms, regulatory
harmonization, and system interoperability
[8; 9; 14]. In the Ukrainian context, the
effectiveness of customs digital transformation
depends on alignment with EU standards,
cybersecurity resilience, and the level of
interagency coordination. Furthermore, digital
customs systems are increasingly regarded
as a core element of the transformation of
logistics and trade infrastructure, contributing
to enhanced resilience and facilitating Ukraine's
integration into global value chains [15; 16; 17].

Formation of the Objectives of the Article.
The aim of this study is to systematize modern
digital tools and technologies applied in customs



ISSN (ONLINE): 2524-0072

EKOHOMIKA TA CYCMNIILCTBO

logistics, to propose a comprehensive conceptual
model of digitalized customs logistics, and to
substantiate strategic directions for the digital
transformation of customs systems in Ukraine in
the context of EU integration.

To achieve this aim, the following research
objectives are addressed: (1) to systematize
modern digital tools and technologies in customs
logistics and assess their impact on foreign
economic activity; (2) to analyze the practical
outcomes of digital customs implementation
in Ukraine (2024-2025); (3) to develop a
comprehensive conceptual architecture
of digitalized customs logistics integrating
technological tools, risk management systems,
and strategic priorities; and (4) to substantiate
strategic directions for the digital transformation
of customs logistics in the context of EU
integration.

The methodological framework of the
study is based on a combination of general
scientific and empirical approaches, including
analysis and synthesis, a systems approach,
comparative analysis, and tabular and graphical
methods. The study also incorporates elements
of empirical modeling, including trend analysis
and the use of composite indices to assess the
relationship between digitalization and customs
performance.

Summary of the Main Research Material.
In Ukraine, the digital customs infrastructure is
based on the Unified Automated Information
System of the State Customs Service, which
integrates multiple subsystems, including the
automated system ‘Inspector’, and covers
the majority of customs functions at both
central and regional levels [18]. The practical
implementation of digital transformation
is reflected in the execution of the Multi-
Annual Strategic Plan for Electronic Customs
(MASP-C), which establishes a roadmap for
aligning national customs IT systems with
EU standards.

In 2024, priority was given to the development
of a centralized system architecture, including
the implementation of the automated customs
clearance system 'ASMO Center’, the integration
of risk management tools, and the deployment of
NCTS Phase 5, which enabled the processing
of more than 94 thousand transit declarations
[19]. In 2025, these processes intensified
significantly, with a strategic focus on achieving
full interoperability with EU customs systems
based on the EU Customs Data Model (EUCDM).
The updated strategic framework emphasizes
integration with core European systems (AES,

ICS2, TARIC), as well as the development of
service-oriented digital solutions for businesses,
including API-based access to customs data and
enhanced functionality of the 'Single Window for
International Trade' [20].

The 'single window' system allows parties
involved in trade and transport operations to
submit standardized documents through a
single entry point to comply with regulatory
requirements for import, export, and transit.
During the period 2024-2025, the functionality
was significantly expanded, incorporating real-
time tracking of customs procedures, electronic
submission of applications, integration with
guarantee management systems, and API-
based access for enterprises [20; 21]. These
developments enabled a higher level of digital
interaction between business entities and
customs authorities, contributing to increased
transparency and operational efficiency.

The rapid development of digital technologies
defines the key directions of transformation of
customs processes. The systematization of
modern digital tools and their impact on customs
logistics is presented in Table 1.

The effectiveness of digital customs tools
is evidenced by the practical outcomes of
their implementation. In particular, in 2025 the
number of transit declarations processed under
the NCTS exceeded 142 thousand,
while the volume of individual guarantees
surpassed EUR 1 billion. These indicators reflect
a substantial expansion in the scale of customs
operations, increased procedural efficiency, and
growing trust of businesses in digital customs
solutions [20].

The implementation of advanced customs
control  technologies - including video
surveillance systems, automatic license plate
recognition, weight control systems, and
scanning technologies — further enhances the
effectiveness of border control and inspection
processes [1]. In this context, an integrated risk
management system supported by digital tools
enables more targeted control, facilitates the
smooth movement of goods and passengers,
strengthens supply chain resilience, and reduces
potential security risks.

However, the effectiveness of digital customs
systems is critically dependent on the quality
of institutional governance and the degree
of interoperability between public authorities.
Empirical evidence indicates that, in the absence
of standardized data exchange protocols,
coordinated regulatory  frameworks, and
robust cybersecurity measures, the benefits of
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Table 1

Digital Tools and Technologies in Customs Logistics and Their Impact
on Foreign Economic Activity

Tool | Technology

Electronic Declaration

Automated Risk
Management System

(ARMS) profiles and indicators.

A unified entry point for submitting
documents to all regulatory and

Single Window System
control authorities.

Electronic Queue

Scanning Systems

Distributed ledger technology
for document verification and supply

Blockchain in Customs
chain tracking.

Artificial Intelligence /
Big Data

Description

Submission of customs declarations
in electronic form via the Unified
Automated Information System

of the State Customs Service.

Automated risk analysis based on risk

Digital system for managing vehicle
flows at border crossing points.

Non-intrusive cargo inspection
systems (X-ray, gamma scanning).

Big data analytics and machine
learning for risk prediction.

Effect on Customs Logistics

Reduction in clearance time;
decreased paper-based
documentation.

Targeted control; minimization
of delays for compliant cargo.

Reduction of transaction costs;
faster interaction between FEA
entities and public authorities.

Transparency; reduction
of corruption risks; decreased
cargo idle time.

Detection of concealed goods
without full unloading; faster
inspections.

Immutability of records;
prevention of fraud; automation
of compliance procedures.

Proactive detection of an_omalies;
continuous system learning from
new data.

Source: compiled by the authors based on [1; 3; 13; 18; 22]

digitalization remain limited and uneven across
sectors [8; 9; 14]. In this context, alignment with
EU customs standards and the development
of integrated digital platforms represent key
prerequisites for enhancing the efficiency of
customs logistics.

The generalization of the analysed digital
instruments and strategic transformation
priorities allows for the conceptualization of
a comprehensive architecture of digitalized
customslogistics. Thisarchitecture encompasses
three interrelated functional levels: technological
tools, the risk management system, and strategic
priorities for transformation.

As illustrated in Figure 1, the efficiency of
customs and logistics processes is achieved
through the integrated interaction of digital
technologies (ranging from electronic declaration
to artificial intelligence), a multi-level risk
management system, and key strategic directions
of digital transformation. Their combined
implementation forms the basis for improving
Ukraine's position in the Logistics Performance
Index and enhancing the competitiveness of
domestic enterprises in international markets.

At the technological level, the architecture

integrates the full spectrum of digital tools:
electronic  declaration systems  ensuring
paperless document workflows; automated
risk management systems (ARMS) enabling
targeted and selective customs control; the
single window system reducing transaction costs
and streamlining interaction with regulatory
authorities; electronic queue systems enhancing
transparency at border crossing points; scanning
technologies enabling non-intrusive inspection;
and blockchain and Al-based solutions ensuring
data integrity, fraud prevention, and predictive
risk analytics.

The risk management level encompasses
strategic, tactical, and operational dimensions,
providing a differentiated approach to customs
control calibrated to the specific risk profile of
each consignment, economic operator, and trade
corridor. The strategic priorities level defines the
overarching direction of digital transformation,
encompassing EU integration, institutional
reform, regulatory harmonization, and human
capital development.

Based on the analysis of theoretical
approaches, international experience, and the
specific features of customs logistics in Ukraine,
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ASRM

Digital Tools and Technologies |

Electronic Single Window
. (Automated System of
Declaration Risk Management) System
Blockchain: Artificial Intelligence: Scanning Systems:
Document Verification Big Data, Risk Forecasting X-ray, Gamma Scanning
Three-Level Risk Management System
Strategic Level: Tactical Level: Operational Level:

Risk Profiles, AEO

Trade Pattern Analysis

Inspection, Scanning

Strategic Directions for Digital Transformation

Integration into
the EU Space

Digital
Formalities

Intelligent RMS:
Al + Big Data

Tariff
Unification

Human
Capital

Competitiveness of FEA Enterprises T LPI

Figure 1. Comprehensive Architecture of Digitalized Customs Logistics
Source: compiled by the authors

five strategic directions for digital transformation
can be identified.

Direction 1. Integration into the EU Common
Customs Area. The establishment of joint border
crossing points and shared data exchange
systems with EU Member States can significantly
accelerate customs clearance, reduce fraud risks,
and minimize time and transport costs associated
with cross-border procedures [23]. Integration
into the common transit system via NCTS
remains a key element of European integration
[24]. This process is further reinforced by the
implementation of MASP-C, which has enabled
Ukraine to achieve a high level of alignment with
EU customs IT systems, particularly in transit
procedures, risk management, and electronic
decision-making processes, as confirmed by the
European Commission in 2025 [20; 21; 25].

Direction 2. Full Digitalization of Customs
Formalities. The transition to fully digital customs
procedures, including paperless document flow
and the integration of customs IT systems with
national databases (such as the Unified State
Register, NABU, and the National Bank of

Ukraine), enhances the quality, transparency,
and efficiency of customs services [18]. Near-
complete digitalization of declarations (over 99%
by 2024) represents a significant achievement,
yet further systemic integration is required to
realize the full potential of digital transformation.

Direction 3. Development of Intelligent
Risk Management Systems. The application
of Big Data and artificial intelligence enables
automated identification of risks based on
historical data, profiles of economic operators,
and product characteristics. A differentiated
approach to customs control allows for reduced
administrative burden and accelerated clearance
of low-risk consignments [1]. The development
of predictive analytics and machine learning
capabilities represents the next frontier in
customs risk management.

Direction 4. Harmonization of Tariff Policy
and Legal Frameworks. The alignment of the
customs tariff with international standards,
including the Harmonized System and the
Ukrainian Classification of Goods for Foreign
Economic Activity, reduces misclassification
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risks [26]. At the same time, approximation to
the EU Customs Code represents a fundamental
prerequisite for successful European integration
[27]. Regulatory harmonization must encompass
not only tariff structures but also procedural
requirements, data standards, and institutional
governance frameworks.

Direction 5. Development of Human Capital
in the Customs Sector. Continuous training
of customs personnel—particularly in risk
management, digital tools, and anti-smuggling
practices — is essential. The development of
expertise in customs analytics and cybersecurity
is of strategic importance for ensuring the
sustainability of digital transformation [2].
Investment in human capital must be viewed
as a complement to technological investment,
ensuring that digital systems are effectively
operationalized and continuously improved.

At the same time, the impact of digitalization
on customs logistics efficiency remains
heterogeneous. Empirical studies indicate that
outcomesdependonthequalityofimplementation,
institutional capacity, and sector-specific factors.
In Ukraine, wartime conditions and infrastructure
disruptions contribute to uneven effects across
regions and industries [8; 10]. Furthermore, the
broader trade policy environment — including free
trade agreements and regulatory harmonization
with the EU — plays a critical role in determining
the effectiveness of digital customs reforms.

Conclusions. First, the systematization
of digital tools — from electronic declaration
and automated risk management systems to
blockchain and artificial intelligence — confirms
the formation of a comprehensive architecture
of digitalized customs logistics in Ukraine. The
implementation of the MASP-C strategic plan
indicates that Ukraine has reached an advanced
stage of digital transformation, characterized
by increasing integration with EU customs
systems, expansion of digital services, and
gradual improvements in procedural efficiency.
The processing of over 142 thousand transit

guarantees reflect the scale and depth of this
transformation.

Second, the proposed comprehensive
conceptual model (architecture) of digitalized
customs logistics, integrating three functional
levels —technological tools, the risk management
system, and strategic priorities — provides a
coherent framework for understanding and
managing the digital transformation of customs
processes. This architecture demonstrates that
the effectiveness of digital customs systems is
achieved through the integrated interaction of all
three levels, not through isolated technological
solutions.

Third, the five substantiated strategic
directions for digital transformation — integration
into the EU customs space, full digitalization
of formalities, development of intelligent risk
management systems, harmonization of tariff
and legal frameworks, and human capital
development—form a policy-relevant framework
for enhancing the competitiveness of foreign
economic operators. These directions are
mutually reinforcing and must be implemented
in a coordinated manner to achieve sustainable
results.

Fourth, while near-complete digitalization
of declarations (over 99% by 2024) represents
a significant achievement, the nonlinear
relationship between digitalization and customs
efficiency suggests diminishing marginal returns
from further digital expansion alone. Stagnation
in LPI values despite high digitalization rates
underscores that digital transformation must be
accompanied by institutional reforms, process
simplification, and infrastructure development.

Overall, the study confirms that digitalization
is a necessary but not sufficient condition for
improving customs efficiency. Future research
should focus on the empirical evaluation of
digital customs reforms using firm-level and
sectoral data, the integration of digital and green
logistics dimensions, and the development of
standardized indicators for measuring customs

declarations under NCTS in 2025 and the digitalization and its impact on economic
surpassing of EUR 1 billion in individual performance.
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