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The article focuses on highlighting the key directions in the development of omnichannel strategies, ensuring
consumer security, and implementing advanced technological solutions in the context of digital marketplace
operations. It examines current trends in e-commerce, particularly the use of augmented reality (AR), machine
learning (ML), and blockchain technologies to enhance service quality and personalize customer offerings. Special
attention is paid to the integration of these technologies into the business models of modern marketplaces, which
aim to provide a unified customer experience across multiple communication channels. The paper presents concrete
examples of leading digital platforms that effectively implement innovative solutions to create a secure online trading
environment. It also analyzes the impact of digital technologies on changing consumer behavior and the formation
of new service standards.
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Y cTartTi 34iliCHEHO KOMNIEKCHe A0CAIMKEeHHs TpaHchopmMallii MapKkeTneicis B ymoBax LMgpOoBi3aLlii eKoHo-
MiK/ Ta CTPIMKOrO pO3BUTKY IHHOBaLiHUX TeXHO/Orin. OCHOBHA yBara npuiinieHa posii OMHIKaHa/IbHOCTI K K/1Ho-
YOBOTO YMHHMKA OMTWMI3aLii B3aEMOAIT MK CrnoXxuBayamu Ta KOMepLUiiHUMK nnatdopMamu. PO3KPUTO CYTHICTb
OMHiKaHa/1bHOTO nigxoAy, Wo nepefbayae iHTerpauito isnyHmX i UMGPoBKNX KaHaniB KOMYHiKaLii 3 MeTol 3abes3-
neyeHHs 6e3nepepBHOro i MEPCOHaNI30BAHOM0 CMOXMBYOIO AOCBiAY. PO3IMAHYTO BM/IMB Cy4acHUX LUPOBUX TEX-
HONOTI — LOMOBHEHOT peasibHOCTI (AR), WTy4HOro iHTenekTy (Al), MawmHHOro HaB4aHHS (ML) Ta 6/10K4eiiHy — Ha
e(PeKTUBHICTb (DYHKLIIOHYBaHHSA MapKeTN/IENCIB, NiABULLEHHS PiBHS 3a40BOSIEHOCTI KMIEHTIB Ta 3abe3neyeHHs Ha-
[IiHOro 3axmcTy gaHux. MpoaHasi3oBaHO CyvyacHWin HayKoBWIA AMCKYPC, 30KpemMa po60oTU NPOBIAHNX MDKHAPOAHMX
i YKPAIHCbKMX AOC/IAHMKIB, LLIO BUCBIT/IOKOTb Pi3HI aCNeKT! OMHIKaHa/IbHOCTI, LddpoBOoi 6e3nekn Ta BpoBaKeHHS
iHHOBaLi Ha TOProBenbHMX nNaaropmax. Y pamkax AOCAIIKEHHS OKPEC/IEHO HU3KY Npobnem, Sk 3amwwaoTbes
He[0CTaTHbO BUBYEHUMU: 3arpo3u 6esneLi B OMHiKaHa/IbHOMY cepefoBuLLi, e(DEKTUBHICTb NPABOBUX PErYNATOPIB,
cneuvdika BNPOBaMKEHHS IHHOBAL 4151 Ma/IUX | CepeaHixX MigNPUEMCTB, WO MatTb 0OMEXEHI pecypcun Ans uud-
poBOT TpaHcthopmaLii. HaBegeHo emnipuyHi Npuknaan 3actocyBaHHs AR, Al, ML i 6110Kk4eiiHy B AiS/IbHOCTI Takux
NpoBigHMX KOMNaHii, sk Amazon, IKEA, Alibaba Ta Zalando, i3 3a3Ha4eHHAM KOHKPETHUX Pe3y/ibTarTiB: 3pOCTaHHs
PiBHA KOHBEPCIT, MOKPALLEHHA JTOMNICTUYHUX MPOLLECIB, 3MEHLLEHHS KiNIbKOCTI NOBEPHEHb, 3HUXEHHA BUNAAKIB LUax-
paiicTBa. 3po6/eHO MPOrHO3 LWOAO MOAA/bLUNX TPEHAIB Yy PO3BUTKY €NeKTPOHHOT Komepuii Ha 2024—2025 poku,
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BK/1tO4AI0UM OYiKyBaHY iHTerpadito BipTyasibHOT peasibHOCTI Ta 6ioMeTpuyHuX cuctem 6esneku. OTpumaHi pesysnbsra-
T MaTb NPUKIALHE 3HAYEHHS SK 4719 HAYKOBOI CMiSIbHOTH, TaK i 415 MPaKTUKiB — NPeACTaBHUKIB Gi3HECY, pO3P06-
HVKIB LMdpoBUX NNaTopM, WO nparHyTb aganTyBaTucsa A0 HOBMX BMKIMKIB LMPOBOro cepeaoBuLla i 3MiLHATK

KOHKYPEHTOCMPOMOXHICTb Ha r106a/IbHOMY PUHKY.

KntouoBi cnoBa: MapkeTnieic, OMHiKaHa/IbHICTb, €/1eKTPOHHA KOMepLisi, 40N0OBHEHa peasibHICTb (AR), WTyY-
HUiA iHTenekT (Al), MawrHHe HaByYaHHa (ML), 61okyeiiH, uudposa 6e3neka, NepcoHasbHI AaHi, Manii Ta cepeaHii

Gi3Hec.

Problem Statement. In the modern digital
environment, e-commerce is becoming an
integral part of the global economy. Marketplaces,
as interactive commercial platforms, enable
effective interaction between sellers and
buyers. However, alongside this, there is an
increasing need to ensure confidentiality,
secure transactions, and ease of use across all
available channels. In this context, omnichannel
integration — connecting different points of
customer interaction — serves as a powerful tool
for optimizing the consumer experience.

With the growth of online trade, new threats
emerge: fraud, data breaches, and privacy
violations. The application of advanced
technologies such as blockchain, augmented
reality (AR), artificial intelligence (Al), and
machine learning (ML) helps address these
challenges and increase trust in digital platforms.

Analysis of Recent Research and
Publications. Many scholars are actively
researching omnichannel strategies, consumer
security, and technological innovations in
marketplaces, as these aspects directly impact
the development and stability of such platforms
in the modern digital environment. Among the
well-known scholars whose work is frequently
cited in these areas are: Javier Alonso-Garcia
(specializing in omnichannel and marketing
strategies, working in the field of research on
the impact of new technologies on marketplace
business models) [1], Vili Lehdonvirta (digital
security, particularly in the context of online
commerce and user data protection on platforms)
[2], Susan Lee (the impact of technological
innovations on consumer experience) [3] and
others.

As for Ukrainian scholars working in the fields
of omnichannel strategies, consumer security,
and technological innovations in marketplaces,
notable figures include Borys Samorodov,
Nataliia Dombrovska (focused on technological
innovations, the impact of digital platforms on the
economy, and the development of new business
models) [4, 5], Lyudmyla Honcharova (studying
innovations in business and the implementation
of omnichannel strategies in commercial
practices), Viktor Lyashenko (researching data

protection in the digital environment, including
marketplaces, as well as methods for ensuring
cybersecurity for online platforms) [6], Liudmyla
Ivanenko (specializing in the development
of innovative technologies for business and
examining process optimization in e-commerce
and marketplaces) [7] and others. These are just
a few names, as research in the fields of digital
technologies, marketing, and cybersecurity
is actively developing in Ukraine, with many
scholars continuing to explore these relevant
topics for the advancement of online business
and marketplaces.

Identification of Previously Unresolved
Parts of the General Problem. Research on
omnichannel strategies, consumer security,
and technological innovations in marketplaces
covers a broad range of important aspects of
modern e-commerce. However, there are several
unresolved or insufficiently explored parts of the
general problemthat can be highlighted for further
investigation, namely: the insufficient study
of specific security threats in an omnichannel
environment; data protection mechanisms in the
context of emerging technologies; the impact of
regulations and legal aspects on omnichannel
strategies and technological innovations; and
the effectiveness of omnichannel strategies for
small and medium-sized enterprises (SMES).
This issue requires separate research, as many
SMEs may lack the resources to integrate
cutting-edge technologies.

Formulation of the Article’'s Goals
(Task Definition). The goal of the research
is to systematically investigate the impact
of omnichannel strategies, technological
innovations, and consumer security mechanisms
on the transformation of marketplaces in the age
of digitalization. The main tasks are: determining
the importance of omnichannel strategies in
enhancing the efficiency and convenience of
marketplaces; analyzing the impact of AR, Al,
ML, and blockchain on the functioning of trading
platforms; studying challenges in the field of
digital security: data protection, combating fraud;
providing case studies of successful innovation
implementation by leading marketplaces
(Amazon, IKEA, Alibaba, Zalando, etc.); and
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formulating forecasts for the development of
e-commerce in 2024-2025.

Presentation of the Main Material of the
Research. The importance of the omnichannel
approach in the modern business environment
is hard to overestimate. In the digital age,
consumers expect the ability to interact with
a brand in a way that is most convenient for
them — through the internet, mobile apps, social
media, call centers, or physical points of sale.
Omnichannel integration ensures continuity and
consistency of experience across all of these
channels.

In 2024, more than 60% of companies
consider omnichannel strategies to be the
foundation of their approach. Research by
McKinsey & Company indicates that companies
that have successfully implemented omnichannel
strategies see a 30% higher customer retention
rate compared to those using only one sales
channel. An important factor is that omnichannel
shoppers spend 15-20% more [8].

Mobile technologies are the foundation of
omnichannel integration on marketplaces.
According to a Statista study, by 2023, more than
70% of purchases on Amazon's platform were
made through the mobile app. This highlights
the importance of adapting to mobile platforms,
where users can seamlessly make purchases
anytime and from anywhere [9].

Mobile apps allow users not only to make
purchases but also to receive personalized
recommendations and interact with platforms
via messages, interactive features, or chatbots.
In 2023, mobile-based platforms saw a 20%
increase in conversion rates compared to
traditional websites (Zalando reports that 50%
of all purchases on its site are made through
mobile devices). This shows that consumers
prefer the convenience and speed provided by
mobile shopping.

The role of augmented reality (AR) in
the modern world is hard to underestimate,
especially in the context of technological
advancements and changing consumer needs.
AR has the potential to significantly improve
not only the consumer experience but also
business processes, making it an important tool
for companies aiming to remain competitive.
Augmented reality (AR) has become one of
the most exciting and innovative technologies
actively implemented in e-commerce and
marketplaces. It combines the physical world
with the digital one, allowing users to experience
new ways of interacting with products, services,
and content. In the context of modern competition

and high consumer demands, AR plays a major
role for marketplaces, as it helps to enhance the
user experience, increase customer loyalty, and
boost sales.

Augmented reality (AR) changes the way
users interact with products on marketplaces.
This is especially important for products where
visual perception plays a key role (e.g., clothing,
furniture, cosmetics). AR technologies allow
customers to see how a product will look in real
life, which increases trust in the platform and
helps in making purchasing decisions.

According to a Gartner study, by 2025,
more than 70% of consumers plan to use AR
to evaluate products before purchasing. This
will allow marketplaces to reduce the number
of product returns and increase customer
satisfaction (IKEA, using AR in its mobile app,
reports that 25% of users who used this feature
made a purchase within two weeks. This confirms
the effectiveness of AR in increasing conversion
rates) [11; 18].

In 2024-2025, augmented reality (AR)
continued and continues to be actively
integrated into marketplaces. AR technologies
not only allow products to be visualized in real
time but also offer new ways of interactive
shopping. For example, in 2024, platforms such
as Amazon and IKEA expanded the features
of their mobile apps with AR support, allowing
users to "try on" furniture and other products
in their living space through their smartphones
or tablets [18].

Artificial intelligence (Al) and machine learning
(ML) are becoming increasingly important in the
field of e-commerce. They enable marketplaces
to create personalized offers for each customer,
improve search algorithms, and enhance the
accuracy of recommendations.

According to a Forrester study, 62% of retailers
believe that using Al significantly increases their
sales efficiency. Al-based recommendation
systems allow for creating individual offers for
each user, leading to higher sales volumes (eBay
uses machine learning for pricing optimization,
which allows it to increase revenues by 12% per
year. This confirms the importance of process
automation and using Al to ensure business
efficiency).

According to the European Commission,
61% of consumers express concerns about
the security of their personal data during online
purchases. Data breaches in 2023 led to
significant financial losses for companies and
consumers. According to the Ponemon Institute,
global costs of data breaches in 2023 amounted
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to $5.4 billion, a 22% increase compared to
2022 [12; 13].

In today's world, technologies constantly
change the rules of the game in the e-commerce
market. One of the most important trends is
omnichannel, which combines various sales
channels and customer interaction points to
ensure a seamless experience. However, with
the development of new technologies, new
challenges arise regarding consumer security.
In this context, blockchain, as a technology
that ensures transparency, security, and
operational efficiency, becomes a crucial tool for
marketplaces. This article will explore the impact
of omnichannel on marketplaces, key consumer
security issues, and the potential of blockchain
to ensure effectiveness and trust.

Blockchain is an important tool for ensuring
transparency and security in e-commerce. It
allows tracking products at all stages of the
supply chain, reducing the risk of counterfeiting
and fraud (Alibaba uses blockchain to monitor
product supply, which helps reduce counterfeiting
and increase consumer trust, with over 10 million
products passing through this system annually)
[16].

Omnichannel is not just a concept but a
requirement for modern business, especially
for marketplaces. To successfully integrate
omnichannel strategies, companies must go
through several stages:

Consumer needs analysis: The first step is a
deep analysis of consumer data to identify their
preferences and the channel they most frequently
use for purchases. This stage helps understand
customer behavior at different stages of their
journey.

Integration of sales channels: The second
stage involves integrating various channels, such
as physical stores, mobile apps, online stores,
social media, and e-commerce platforms. This
requires building a unified information space to
ensure continuity in the customer experience.

Personalization and adaptation of offers:
Personalization is a key element of the
omnichannel strategy. Using data on customer
behavior, marketplaces can tailor their offers and
create individualized recommendations for each
user, significantly boosting loyalty.

Inventory and logistics management: For
omnichannel platforms, inventory and logistics
management is crucial. At this stage, the
marketplace must ensure real-time information
about product availability and efficient product
delivery across all channels (Amazon provides
users with the ability to seamlessly transition

between online and offline shopping. For
example, a user can make a purchase through
the website and then pick up the product at the
nearest pick-up point. This strategy helps reduce
delivery costs and enhances customer loyalty).

Integrating omnichannel strategies
significantly changes the business models
of marketplaces. Traditional models based
on either e-commerce or physical stores are
being replaced by more integrated approaches,
where the customer has the flexibility to
choose when and how to make a purchase.
For example, brands working with omnichannel
models can synchronize their sales channels,
including mobile platforms, online stores, and
social media (the well-known platform Alibaba
integrates omnichannel through Alipay—an app
that allows purchases both online and offline
by scanning QR codes in physical stores. This
merges multiple channels, creating a unified and
seamless experience for customers) [16].

One ofthe biggest challenges for marketplaces
is ensuring the transparency of supply and
product authenticity. Blockchain technologies
can be fundamental in addressing these issues.
Blockchain allows tracking a product at all
stages of its lifecycle—from manufacturer to end
consumer. This approach not only enhances trust
among buyers but also prevents the appearance
of counterfeits (IBM Food Trust, which uses
blockchain to track the food supply chain, allows
consumers to see where and how their products
were grown. This enhances transparency and
guarantees a high level of security) [13].

Transaction security on marketplaces also
includes fraud protection during purchases. The
use of biometrics (facial recognition, fingerprints)
and multi-factor authentication significantly
reduces the risk of account hacking and the
use of unauthorized data. These methods are
actively used to ensure high security during
payment transactions (PayPal uses multi-factor
authentication and facial recognition technologies
to verify payment transactions, minimizing the
risk of fraud. In 2024, the company recorded a
30% reduction in fraudulent transactions) [14].

Protecting personal data will remain a
critically important aspect for marketplaces in
2024-2025. Considering numerous cases of
data breaches in previous years, as well as new
legislative initiatives such as GDPR in Europe
and CCPA in California, platforms must adapt to
strengthened security requirements. They are
actively integrating advanced data encryption
methods, biometric authentication, and two-
factor authentication technologies.
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According to PwC (2024), data breaches
continued to increase in 2024, and companies
are experiencing significant financial losses as a
result. Specifically, in the first half of 2024 alone,
the total costs of data breaches reached
$8.5 billion, which is a 15% increase compared
to the previous year. (Platforms like Amazon are
actively investing in the latest technologies to
ensure data security. They use data encryption
and other methods to reduce the risk of
information leakage. Amazon reported that over
the last three years, none of its 150 million users
have fallen victim to a data breach thanks to their
security system) [14].

Data protectionwillremain a critically important
aspect for marketplaces in 2024-2025. Given
the numerous data breaches in previous years
and new legislative initiatives such as GDPR in
Europe and CCPA in California, platforms must
adapt to strengthened security requirements.
They are actively integrating advanced data
encryption methods, biometric authentication,
and two-factor authentication technologies.

According to PwC (2024), data breaches
continued to rise in 2024, and companies are
suffering significant financial losses due to them.
Specifically, in the first half of 2024, the total
costs of data breaches reached $8.5 billion, a
15% increase compared to the previous year.

Considering the development of augmented
and virtual reality (VR) technologies, it is
expected that in the near future, marketplaces
will actively integrate VR to create hyper-
realistic shopping experiences. This will allow
consumers not only to see products but also
interact with them, such as trying on clothes or
furniture in real time (by 2027, it is expected that
more than 60% of purchases on marketplaces
will be made through mobile apps with AR
and VR support, allowing consumers to shop
in real-time).

Conclusions. Technological innovations such
as augmented reality (AR), artificial intelligence
(Al), blockchain, and biometrics are radically

transforming the way consumers interact with
marketplaces. These technologies not only
enhancethe user experience butalso significantly
increase the level of security, personalization,
and efficiency of interactions between buyers
and sellers. By 2025, further integration of virtual
reality (VR) is expected, which will create even
more hyper-realistic shopping experiences. This
will allow users to fully immerse themselves in
digital shopping spaces, experience products in
3D format, and make purchases without leaving
the virtual world. The future of omnichannel
will promise even greater integration between
different platforms, where buyers will be able
to seamlessly transition from one channel to
another, retaining all context and personalized
settings at each stage of the purchase. This will
create a seamless experience for customers,
improving  convenience and  satisfaction
throughout the purchasing process.

Regarding security, the development of new
protection models is expected in the near future,
such as the use of blockchain technology to
verify the authenticity of products. This will help
reduce fraud and increase consumer trust in
platforms. Additionally, blockchain can be used
to create transparent supply chains, allowing
consumers to check the origin and authenticity
of products. New forms of shopping combining
digital and physical channels are also likely to

emerge.

Overall, marketplaces in 2024-2025 will
become more integrated and innovative,
enhancing comfort and convenience for

consumers. With the development of new
technologies, greater security, efficiency, and
personalization of purchases will be ensured,
making the shopping process even more
comfortable and adapted to the needs of each
user. The technologies actively implemented
today will form the foundation of the future of
e-commerce and marketplaces, creating new
opportunities for businesses and consumers
alike.

REFERENCES:
1. Alonso-Garcia, J., Pablo-Marti, F., & Nunez-Barriopedro, E. (2021). Omnichannel Management in a B2B
Context: Concept, Research Agenda and Bibliometric Review. International Journal of Industrial Engineering and

Management, 12(1), 37-48.

2. Lehdonvirta, Vili. 2022. Cloud Empires: How Digital Platforms Are Overtaking the State and How We Can

Regain Control. Cambridge, MA: MIT Press.

3. Susan Lee. EY. Retrieved May 19, 2025, from https://www.ey.com/en_dk/people/susan-lee/ (accessed:

01.05.2025).

4. Samorodov , B., Kotkovskyi , V., & Malafieiev, T. (2024). Business development management tools in the
digital economy. FINANCIAL AND CREDIT SYSTEMS: PROSPECTS FOR DEVELOPMENT, 3(14), 35-46.

MmanPNeEMHNUTBO, TOPTIBJIA TA BIPXXOBA AIANTbHICTb



MmaonPNeEMHMLUTBO, TOPTIBNA TA BIPXXOBA AIANBHICTb

EKOHOMIKA TA CYCIMNINbCTBO Bunyck # 74 / 2025

5. Dombrovska, N., & Farion, V. (2024). Tsyfrova transformatsiia v upravlinni pidpryiemstvamy: Adaptatsiia
biznes-modelei pid vplyvom innovatsiinykh tekhnolohii [Digital transformation in enterprise management: Adapting
business models under the influence of innovative technologies]. Ekonomichnyi analiz, 34(3).

6. Lyashenko, V. I., & Vyshnevskyi, O. S. (2018). Digital modernization of Ukraine's economy as a breakthrough
development opportunity: Monograph [Monograph]. National Academy of Sciences of Ukraine, Institute of Industrial
Economics. Kyiv.

7. Ivanenko, L. M. (2021). Marketplaces as an objective consequence of the development of electronic commerce.
Ekonomika i orhanizatsiia upravlinnia, 178-187.

8. McKinsey & Company (2025). Omnichannel retailing: The evolution of consumer behavior. Available at:
https://www.mckinsey.com (accessed: 01.05.2025).

9. Statista (2025). Amazon Mobile App Usage Statistics. Available at: https://www.statista.com (accessed:
30.04.2025).

10. App Annie (2025). Mobile App Spending Trends. Available at: https://www.appannie.com (accessed:
30.04.2025).

11. Gartner (2025). The Role of Augmented Reality in Retail. Available at: https://www.gartner.com
(accessed:25.04.2025).

12. European Commission (2025). Consumer Protection in the Digital Age. Available at: https://ec.europa.eu
(accessed: 30.04.2025).

13. Ponemon Institute (2025). Cost of Data Breaches Report. Available at: https://www.ponemon.org (accessed:
01.05.2025).

14. PayPal (2025). PayPal Security Overview. Available at: https://www.paypal.com (accessed: 30.04.2025).

15. Deloitte (2025). Blockchain and the Future of Supply Chain. Available at: https://www2.deloitte.com
(accessed: 30.04.2025).

16. Alibaba (2025). Blockchain and Supply Chain Transparency. Available at: https://www.alibaba.com
(accessed: 24.04.2025).

17. Zalando (2025). Zalando Annual Report. Available at: https://corporate.zalando.com (accessed: 01.05.2025).

18. IKEA (2025). IKEA Innovation Report. Available at: https://www.ikea.com (accessed: 20.04.2025).



