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The article focuses on the study of current challenges and peculiarities of ensuring economic security of
enterprises in times of crisis. Different approaches to understanding the concept of economic security and its
components are analyzed. It is determined that the key element is financial security, which requires special attention
in the context of martial law. The influence of external threats on the activities of enterprises is investigated and the
basic principles of financial security management are systematized. Innovative approaches to the transformation
of business processes, including digitalization, data management and supply chain optimization, are considered.
The main components of the financial security mechanism are highlighted: information and organizational, functional
and analytical, control and monitoring.
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Y cTaTtTi OCNISKEHO CyHacHi BUK/IMKM Ta 0COB/IMBOCTI 3a6e3ne4eHHs EKOHOMIYHOT 6e3neku NigNPUEMCTB B YMO-
Bax Kpu3u, 3 0COOMBMM aKLEHTOM Ha BNAMB BOEHHMX Ail HA AisNIbHICTb Gi3HeCy B YKpaiHi. MpoaHanizoBaHo pisHi
TEOPETUYHI Migxoan A0 PO3YyMiHHSA €KOHOMIYHOI 6e3Mnekn Ta CUCTEMATM30BaHO OCHOBHI KOHUeNnTyasibHi 3acaau ii
peanizaujii y MiXXHapOAHiA npakTuyi. BusHayeHo, wo giHaHCcoBa 6e3neka CTae K/IHUOBOK CK/1a[0BOK 3arasibHOl
€KOHOMIYHOT 6e3Mnekun B Kp13oBi nepioan, notTpebyroum 0cob/IMBOIT yBarn B yMOBax BOEHHOTO CTaHy. PO3rsHYTO iHHO-
BaLiliHy TpaHcd)opMaLito 6i3HEC-NPOLIECIB AK BU3HAYasIbHWI (DaKTOp 3abe3neveHHsi EKOHOMIYHOI 6e3nekn B Kpu3o-
BUX ymoBax. MNpeAcTaBieHO KOMMIEKCHUI aHani3 pi3HMX NiAX0AiB A0 onTumisaii 6i3Hec-npoLecis i3 BUKOPUCTaH-
HSIM Cy4YaCHMX TEXHONOri Ta METOAIB yNpaB/iHHSA, BKIOYaouM LudpoBsisaLito onepaujiinHix NpoLecis, ynpasniHHA
[JaHVMK, BOOCKOHASIEHHA KTIEHTCbKOrO A0CBiAY, ONTUMI3aLito aHLIOrNB NOCTaBOK Ta aBToMaTu3auito hiHaHCOBMX
npouecis. Oco6nvBy yBary NpuiieHO BNPOBaAKEHHIO XMapHUX TEXHOOTIRA, l0T-pilleHb, Big Data aHanitvku, 610k-
yelH-TexHonoriin Ta RegTech pilweHb. Bu3HaueHO OCHOBHI BUK/IMKU, 3 AKMW CTUKAKOTLCA YKPATHChKI NignpreMcTea
Mg Yac BiiiHK, 30Kkpema pu3nkM (I3VYHOTO 3HULLEHHS aKTWBIB, HECTABINBHICTL Ba/TIOTHMX KYPCIB, MOPYLUEHHS /0-
MICTUYHMX JTAHLOTIB Ta HEOOXIAHICTb WBMAKOT aganTauji 6i3Hec-mogeni. 3anponoHOBaHO NPaKTUYHI pekoMeHgaLii
00 NiABWLLEHHS PIBHS €KOHOMIYHOI 6e3neku MianpUEMCTB B KPM3OBMX YMOBAX, Haro/10LYyHUYM Ha BaK/IMBOCTI
BNPOBaKEHHS KOMMMEKCHUX CUCTEM MOHITOPUHIY PU3KKIB, PO3POOKN asibTEPHATUBHUX CLEHapIiB PO3BUTKY, 3MiLl-
HEHHS NapTHEePCbKMX 3B'A3KIB, NiABULLEHHSA NPO30POCTi 6i3Hecy Ta NPUCKOPEHHS NpoLeciB LgPoBOT TpaHcopma-
Lii. O6rpyHTOBaHO, LLIO eKOHOMIYHA 6e3neka nignpuemcTsa noTpebye AMHaMIYHOro, afanTMBHOIO Miaxody 3aMicTb
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CTaTUYHMX 3aXMCHUX 3aX0AiB. [JoCNimKeHHA AeMOHCTPYE, L0 YCnixX y 3a6e3neyeHHi eKOHOMIYHOT 6e3Mnekn 3a1exunTb
Bif, iHTErpavyii Sk TpaguuiiiHix MeToAiB 6e3neku, Tak | iIHHOBaLiiHX TEXHOOTIA Npu 36epeXeHHI THy4YKOCTI AN pe-
aryBaHHsi Ha LIBUAKO3MiHHI yMOBW. OTpUMaHi pesynbratv CNpusoTb TEOPETUYHOMY PO3YMIHHIO YrpaBiHHSA €KOHO-
MIYHOIO 6Ee3MeKOI0 Ta HaJAThb NPaKTUYHI pekoMeHauii 418 NignpreMCTs, L0 NPaLoTh B KPU30BMX YMOBAX.
KnrouoBi cnoBa: nignpueMHULTBO, EKOHOMIYHA 6e3neka, KpU30Bi YMOBY, ynpasniHHA nignpuemctaamu, 6isHec-

npoLec, pU3nK-MeHEMKMEHT.

Statement of the problem. In the conditions
of today's unprecedented challenges, the issue
of ensuring the economic security of enterprises
is of critical importance for the preservation of
Ukraine's economic potential. Enterprises faced
a complex of threats, including the physical
destruction of production facilities, disruption
of logistics chains, loss of sales markets and
personnel potential. This requires a rethinking
of traditional approaches to the management
of economic security and the development of
new protection mechanisms adapted to modern
realities. The problem of ensuring the financial
stability of enterprises in the conditions of
macroeconomic instability, significant currency
fluctuations and limited access to financial
resources is gaining particular relevance.
At the same time, the existing methods of
assessing the level of economic security are
mainly focused on stable operating conditions
and do not take into account the specifics of the
work of enterprises in wartime.

At the same time, the digital transformation
of the economy creates new opportunities
for increasing the level of business security,
but it requires significant investments and the
development of relevant competencies. In this
context, the need to study the international
experience ofintroducing innovative technologies
into the economic security system of enterprises
and the possibilities of its adaptation to
Ukrainian realities is becoming more urgent.

Analysis of recent research and
publications. Theoretical and practical aspects
of ensuring the financial and economic security of
enterprises are actively studied by both domestic
and foreign scientists. Among international
researchers, a significant contribution to the
development of the concept of economic security
was made by Davenport T. H. and Harris J. G. [1],
who proposed innovative approaches to security
analytics, Eccles R. G. and Klimenko S. [2], who
studied the impact of sustainable development
on enterprise securityy, Kane G. C. [4],
who studied digital transformation strategies,
Linkov I. and Trump B. D. [5], who developed the
theory of business resilience in crisis conditions.

Considerable attention was paid to the
problem of formation, analysis and provision
of financial and economic security of business
entities by such Ukrainian scientists as
Bortnik S. M. [12], Dyachkov D. V., Hnatok E. M.
and Zhivotovska A. O. [16], Koval N. I. and
Radchenko O. D. [18], Vasiliev A. A. and
Galenko V. M. [13], Pravdyuk N. L., Mulyk T. O.
and Mulyk Y. I. [24], Lyakhovich O. O,
Seredyuk O. S. [19], Potapyuk I., Mazilenko S.
and Prusova M. [23] and many others. However,
despite significant scientific progress, modern
challenges and threats require further research
into mechanisms for ensuring the economic
security of enterprises, taking into account
the specifics of crisis phenomena and the
possibilities of using the latest technologies.
The issues of adaptation of international
experience and development of innovative
approaches to security management in
conditions of increased uncertainty require
special attention.

The purpose of the article. The purpose of
the study is to deepen the theoretical foundations
and develop practical recommendations for
ensuring the economic security of enterprises in
the conditions of crisis phenomena caused by
matrtial law.

Presentation of the main material. In
modern Western literature, the issue of economic
security of enterprises is considered as a complex
system of protection against various threats.
The analysis of scientific publications in leading
international publications made it possible to
systematize the main conceptual approaches to
ensuring economic security (Table 1).

The analysis of the presented approaches
demonstrates the evolution of the concept
of economic security of enterprises to a
comprehensive understanding of business
sustainability. Special attention is paid to
the adaptability of security systems in crisis
conditions and the ability to quickly respond to
new challenges. In the conditions of Ukrainian
realities, these theoretical approaches become
especially important, since the domestic
business has faced unprecedented challenges,
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Table 1

Conceptual approaches to ensuring the economic security of enterprises
in international practice

Conceptual

No.
approach

Key security components

Peculiarities of implementation in
crisis conditions

Operational stability

Strengthening risk monitoring

1 Integrated risk Financial stability

and implementation of preventive

management
Cyber security measures
Strateqic Adaptability of business models Development of alternative
2 resiliegce Diversification of suppliers development scenarios and

Financial reserves

response plans

Network security

3 Ecosystem

approach Partnership relations

Strengthening partnership ties
and creation of industry alliances

Reputational capital

Environmental sustainability

4 |ESG integration | Social responsibility

Increasing business transparency

Corporate management

and social responsibility

Digital transformation

Technological adaptation

Acceleration of digitization

5 Digital

transformation Data as an asset

and automation of business
processes

Digital sustainability

Source: summarized by the authors according to [2; 4; 5; 7; 9]

in particular, the entrepreneurial sphere has
become one of the most vulnerable as a
result of full-scale military operations. Many
businessmen were forced to change the
direction of their activities, move to other regions
or even reduce and stop their work due to
serious damage and destruction of production
facilities, disruptions in logistics chains, loss
of sales markets, etc. Without state support,
it is impossible to imagine a stable financial
environment for business. Protection from
the state allows entrepreneurs to actively
participate in the saturation of the domestic
market with quality goods and services. This,
in turn, contributes to the creation of jobs, the
improvement of the standard of living of citizens
and the development of the country's economy
as a whole.

This statement becomes especially significant
in military circumstances. The basis of legal
provision of the financial security of the state [1]
is the Constitution of Ukraine, the Budget Code
of Ukraine, the Tax Code of Ukraine, as well as
a number of laws, including the Law of Ukraine
On the State Budget and other normative legal
documents. Analyzing the peculiarities of the
legal regulation of financial security based on the
provisions of the Law of Ukraine "On National

Security of Ukraine" dated June 21, 2018
No. 2469-VIll and the economic security
strategy until 2025, the researchers come to the
conclusion that this concept is an important part
of the "national security" category, emphasizing
the fragmentary nature of its definition in current
legislation and the absence of a single state
body that could develop and implement policy
in the field of financial security [13; 20].

Given the complexity of the formulation of
this definition and its multifaceted analysis, this
position may cause controversy, since efforts to
combat economic crimes, such as the creation
of an economic security bureau, were initiated
by the Decree of the President of Ukraine dated
November 24, 2021. However, it should be noted
that economic security as a whole is an integral
concept, which also includes financial security.

It should be noted that economic security
is a state in which the enterprise functions in
such a way that a positive economic result is
achieved, which includes making a profit and
meeting the needs of consumers. The main
goal of the organization's economic security is
to ensure its stable and effective functioning
both now and in the future. This is possible only
if the system performs a number of functions:
analytical, normative-legal, organizational-
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administrative, planning,
and informational [13; 20].

Modern economic and political challenges in
the country have led to the financial vulnerability
of most citizens. In particular, the start of a
full-scale war and the introduction of martial
law created real risks and threats to doing
business. Analysis of scientific sources on the
interpretation of the concept of "financial security
of an enterprise" shows that most researchers
are based on the concept of financial security
of the state, adapting it to the micro level.
In general, the financial security of enterprises
is considered as a mechanism that, on the
one hand, ensures the stability of the financial
system of entities with the help of protective
tools, and on the other hand, guarantees
efficiency based on the rational use of financial
resources [1; 13].

In accordance with the resolution of
the Cabinet of Ministers of Ukraine dated
August 5, 2020 No. 695, which concerns the
approval of the State Strategy for Regional
Development for 2021-2027, a list of
performance indicators based on the analysis
of the main trends of socio-economic
development of the regions over the past two
decades is presented. The goal of "effective
state management in the field of regional
development” has been defined, consisting of
five structural points, and some results were
achieved in 2020 [13; 18].

It is important to note that the financial
security of an enterprise is an important aspect of
economic security, which is a dynamic element
that changes under the influence of internal
and external factors and threats. Ensuring the
financial security of the enterprise guarantees its
stable operation and creates conditions for the
growth of economic potential [17].

Many researchers focus on specific tools and
stages of financial security management and
implementation, including tasks, functions and
methods. However, a comprehensive approach
to the analysis of all aspects and factors affecting
the level of financial security of the enterprise is
necessary.

Some scientists pay attention to the state
of equilibrium in the system, but the question
arises about the system's ability to be in stable
equilibrium. Obviously not, since the constant
influence of many internal and external factors
quickly brings the system or activity of an
entrepreneur out of balance [17].

We believe that equilibrium is an idealistic
short-term concept, so the emphasis on this

accounting-control

state is not appropriate from the point of view
of managing a system, organization or economic
entity. We agree that economic security is a
dynamic part of the economy that adapts to the
demands of the times. The modern realities of
the life of our country require taking into account
the specific features of the object of research
in the conditions of the appearance of negative
phenomena associated with uncertainty and
risk, which leads to the deviation of the state of
economic security from the planned one.

We also agree with Koval N. I. and
Korniyuk K. V. [17] that "economic security"
is related to dynamics, but we believe that
security should not be considered as a part of
the economy or any other system, because the
constituent part is a structural element, such as
an industry. In our opinion, security is a dynamic
state of a system capable of resisting internal and
external threats. Therefore, when analyzing the
financial security of an enterprise, researchers
emphasize financial interests and cash flows,
which, in contrast to economic security, which
covers all economic activity, are aimed directly
at the study of financial aspects of enterprise
activity.

The problem of ensuring the financial security
of the enterprise is becoming extremely urgent in
the conditions of modern challenges, becoming
an important strategic and tactical task.
After all, the efficiency, quality and profitability
of a business entity directly affect the stability
and prosperity of the country's economy as a
whole. In our opinion, it is worth paying more
attention to the development and implementation
of financial security mechanisms at the enterprise
level, especially in the sectors of material
production. This is due to numerous risks and
high instability of both the internal and external
environment of such enterprises.

Since the economic and financial activities
of the enterprise are closely interconnected,
focusing on one of these aspects without due
consideration of the other can lead to crisis
phenomena in the enterprise. It is important to
understand that the economic security of an
enterprise differs from the economic security
of a state because it focuses on economic
activities (production, sales, purchases, etc.),
while financial security focuses on financial
transactions and indicators. These indicators,
on the one hand, depend on economic activity,
and on the other — on the macroeconomic
situation [18; 24]. In order to form an effective
mechanism for ensuring the financial and
economic security of enterprises during the war,
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it is important to first find out what elements are
included in this concept, what factors affect its
provision and how individual components of
this category interact. The multifaceted aspects
of the financial security of enterprises and the
complexity of choosing the optimal methods of
its implementation explain the need to apply a
comprehensive approach to the study of this
problem [25].

In order to assess the level of financial
security of the enterprise in the conditions of
martial law, it is advisable to use both traditional
and innovative methods [17]. To ensure the
high competitiveness of enterprises in the
conditions of a dynamic market, it is necessary
to improve the categorical apparatus and the
methodological base for assessing the level of
security and the effectiveness of the policy of its
strengthening [14; 15]. In addition, it is important
to focus on the development of strategic priorities
and measures within the organizational and
economic mechanism that ensures the safety
of participants in financial and economic activity,
taking into account the current economic and
legal environment.

Financial and economic security at the level
of business entities is a complex and changing
phenomenon that is constantly evolving.

Therefore, it is especially important to monitor
the financial condition of enterprises and
analyze problems that arise under the influence
of military factors, reforms in the state economy
and politics, fluctuations in global economic
indicators, international financial integration and
the foreign political situation.

Innovative  transformation of business
processes becomes a key factor in ensuring
the economic security of enterprises in
crisis conditions. International experience
demonstrates the effectiveness of various
approaches to optimizing business processes
using modern technologies and management
methods (Table 2).

The analysis of the above innovative
approaches shows the significant potential of
modern technologies in increasing the level
of economic security of enterprises. Complex
implementation of innovations, which provides
a synergistic effect and creates sustainable
competitive advantages, is especially important.
The implementation of innovative approaches
to the transformation of business processes
requires a systematic approach and significant
investments, but in the long term it allows
enterprises not only to increase the level of
economic security, but also to create sustainable

Table 2

Innovative approaches to the transformation of business processes
in the context of ensuring the economic security of the enterprise

The direction

No. - Innovative tools Impact on economic security
of transformation
PR Cloud technologies
Digitization . : .
: - Increasing operational efficiency
1 |of operational 0T solutions - .
processes and reducing human factor risks

Robotization of processes

Big Data analytics

2 |Data management |Predictive analytics

Improving the quality of decision-
making and risk forecasting

Business intelligence systems

CRM-systems

of the new generation

3 Custo_mer
experience

Omnichannel platforms

Strengthening market positions
and increasing customer loyalty

Al-powered services

Blockchain technologies

4 | Supply chains Smart contracts

Ensuring transparency and reliability

Tracking systems

of business operations

RegTech solutions

5 Financial

Automation of reporting

Strengthening financial security
and compliance with regulatory

processes

ML control systems

requirements

Source: summarized by the authors according to [1, 6; 8; 10; 11, 22]
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competitive advantages. An important aspect
is also the circularity of the economy and the
ecological component of innovations [3], which
acquires special importance in the context
of rebuilding the economy of Ukraine. At the
same time, it is necessary to take into account
the experience of overcoming previous crises,
in particular, their impact on various sectors
of the economy, including virtual economic
systems [21]. This will make it possible to develop
more effective strategies for adapting business
processes to new challenges and ensure the
sustainable development of enterprises in
turbulent conditions.

Conclusions. In modern crisis conditions,
ensuring the economic security of enterprises
requires a comprehensive innovative approach.
Based on the conducted research, it can be
stated that an effective economic security system
should be based on a combination of traditional
protection methods and innovative technologies,
including digital transformation of business
processes, implementation of analytical tools
and automation of control functions.

Key elements of the modernization of the
economic security system are the introduction of
cloud technologies and IoT solutions, the use of
Big Data analytics to predict risks, and the use of
blockchain technologies to ensure transparency
of operations. Successful adaptation to crisis
conditions requires constant monitoring of
external and internal threats, increasing the
level of digital maturity of the enterprise and
development of partner ecosystems. Investing
in personnel development and building a safety
culture in the organization remains an important
factor.

Prospective directions for further research
are the development of methods for assessing
the effectiveness of economic security systems
taking into account the specifics of wartime
and studying the international experience of
business recovery in the post-conflict period.
The recommendations proposed in the study
will allow enterprises to increase the level of
protection against economic threats and ensure
sustainable development in conditions of
uncertainty.
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