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[pokiHa H.l. BM/IMB 3ATA/IbHOIO PEMNAMEHTY LWOAO 3AXUCTY AAHUX €C HA MAPKETVIHT B YKPAIHI

Y cTaTtTi nokasaHa posb 3arasibHOro periaMeHTy WOAO 3axUCTy AaHWX B CBITi, & TakoX A1 MapKeTuHry mnig-
npremcTB. [laHa XxapakTepucTrka OCHOBHUX HaNpsaMIB, siki 3adinae nonitvka GDPR, HaBegeHO Npuknaan Hacniakis
NOPYLUEHHSA AAHOT NOJITUKX PISHUMK KOMNAHIAMU. PO3rNsSHYTO ponb YKPaTHCLKUX MignpueMcTB B pearisauii GDPR.
MokasaHo Bn/MB GDPR Ha 3MiHM B po6oTi Biaainy MapkeTuHry. Po3po6neHo nocnigoBHICTb OCHOBHUX eTaniB map-
KETWHIroBOI cTpaTerii 3 ypaxyBaHHaAM Bumor GDPR.

KniouoBi cnoBa: 3arasibHuil pernaMeHT Wwoao 3axucty gaHux (GDPR), cniBpo6iTHWKY i3 3aXUCTY AaHUX, A03BIN
Ha BUKOPUCTAHHSA JaHWUX, HaLiOHa/IbHUIA HAarnsag4oBuUiA OpraH, MapKeTUHIoBa CTpareris.

ApoknHa H.W. BMTMAHWE OBLWENO PEMMAMEHTA MO 3AWWTE JAHHBIX EC HA MAPKETUHI B YKPAUHE
B cTtaTtbe nokasaHa posb O6LLero pernaMeHTa rno 3aluTe AaHHbIX B MUpe, a Takke 418 MapKeTuHra npeanpu-
ATWIA. [laHa XxapaKTepucTka OCHOBHbIM HaMpaB/IEHNAM, KOTOpbIE 3aTparmBaet nosmtuka GDPR, gaHbl npumMepb!
NOCNeACTBUIA HAapYyLWEeHNS 4aHHOR NONUTUKMA Pa3HbIMKU KOMNAHWSAMU. PaccmMoTpeHa ponb YKPanHCKMX nNpeanpusTuli
B peanm3auun GDPR. Moka3zaHo BiusiHne GDPR Ha n3MeHeHus1 B paboTe oTaena MapkeTuHra. PaspaboTtaHa no-

C/lefl0BaTe/IbHOCTb OCHOBHbIX 3TanoB MapKeTUHIOBO CTpaTeruy ¢ ydetom Tpe6oBaHuii GDPR.
KnioueBble cnosa: O6LLMIA pernameHT no 3auuTe gaHHbIx (GDPR), COTPY/AHMKM MO 3aluTe JaHHbIX, paspeLle-
HUE Ha UCNO/b30BaHNe JaHHbIX, HALMOHa/IbHBIN Ha30PHbIN OpraH, MapKeTUHIoOBas cTpaTerus.

Formulation of the problem. New services
and technologies become data centered. Col-
lecting, storing, reviewing, transferring or other-
wise processing personal data in a secure and
lawful way poses an increasing challenge for
businesses today. Comprehensive knowledge
about data processing regulations is essential
to comply with privacy and data protection mat-
ters on a national, European and global level.
The websites you use, the calls you make, the
places you visit and even the photos you take
are all recorded, measured and leave a digital
footprint — a footprint that is fast becoming a
prized resource. In May 2017, The Economist
[1] called personal data “the world’s most valu-
able resource” ahead of oil, because of how
much it now informs the way companies com-
municate with their customers and how it pos-
itively impacts customer experience [2]. How-
ever, because personal data is so valuable, it
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is vulnerable to theft or misuse and this has led
to consumers demanding to know how compa-
nies use and store their personal data. This is
because, overall, consumers are not convinced
companies are doing enough to protect them.
A 2016 Consumer Privacy study by TRUSTe/
NCSA [3] found that 92% of online customers
cite data security and privacy as a concern.
While, according to a report published by the
Chartered Institute of Marketing [4], 57% of
consumers do not trust brands to use their data
responsibly.

Another concern is that Symantec’s State of
European Privacy Report [5] found that 90% of
businesses believe it is too difficult to delete cus-
tomer data and that 60% do not have the sys-
tems in place to help them do so. Clearly, there
is significant disconnect between consumers,
their personal data and how the companies that
collect it, use it (fig. 1).

© Drokina N.I.
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Figure 1. Challenges organizations face if customers ask
to have their data modified or deleted

It is even more concerning when it comes to
GDPR for marketing as 41% of marketers admit
to not fully understanding both the law and best
practice around the use of consumer’s personal
data. The people that use customer data the
most do not fully understand how they should
use it. Itis clear that something needs to be done
to regulate the management of personal data, to
protect consumer interests and police the com-
panies that collect, store and use the data. This
is why in 2018, the European Union introduced
GDPR — a new set of laws designed to safe-
guard personal data and inform the decisions
of marketers in all member states [6]. It also
concerns Ukrainian companies both conducting
their activities on the EU territory as well as sell-
ing goods to EU citizens and residents.

Analysis of recent researches and publi-
cations. There are publications at the interna-
tional and national level regarding this issue,
such as Convention for the Protection of Individ-
uals with regard to Automatic Processing of Per-
sonal Data dated 1981 (the “Convention”) and
the 2001 Additional Protocol. In Ukraine all basic
information are presented in the law of Ukraine
“On Personal Data Protection” (No. 2297 VI,
dated 1 June 2010) (the “Data Protection Law”),
which is the key legislative act regulating data
protection in Ukraine. The Data Protection Law
contains similar provisions to those in the Con-
vention. Both the Convention and the Data Pro-
tection Law came into force on 1 January 2011.
Conceptual principles of GDPR and the basic
principles of GDPR are also set out in the scien-
tific works of Steven MacDonald [2; 6; 10; 14],
Jennifer Lund [12], Brad Kostka [13], Cathrine
Davis [19], Bob Yelland [21], etc. In the articles
of these scholars, different issues were raised,
such as impact of the GDPR to the company,
steps in preparing for the General Data Pro-
tection Regulation, risks and companies rights.
Still, the open questions of using the concept of

GDPR in the marketing activities of enterprises
in Ukraine are not sufficiently investigated.

Formulation of the problem. The aim of this
research is to determine the basic tendencies of
GDPR implementation in marketing department
and define the most efficient marketing data pro-
tection strategy for Ukrainian enterprises.

Presentation of the main research material.
The General Data Protection Regulation (GDPR)
is a new digital privacy regulation that was intro-
duced on the 25" May, 2018. It standardizes a
wide range of different privacy legislation’s across
the EU into one central set of regulations that will
protect users in all member states.

This means companies will now be required
to build in privacy settings into their digital prod-
ucts and websites — and have them switched
on by default. Companies also need to reg-
ularly conduct privacy impact assessments,
strengthen the way they seek permission to use
the data, document the ways they use personal
data and improve the way they communicate
data breaches. Moreover, because it is a regu-
lation and not a directive, it is legally binding —
meaning it cannot be opted out of, or ignored.
In fact, failing to comply could lead to fines of up
to €20 million or 4% of your global turnover [7].
Therefore, it is fair to say that the EU is taking
this extremely seriously.

GDPR is ‘the most far-reaching change to
data protection in a generation’ and is a dra-
matic shift in the way the EU wants personal
data to be managed. The EU’s new approach
to online privacy puts individuals first, believing
they should be protected and empowered, rather
than exploited or ignored.

This new approach to data protection is the
EU’s way of keeping companies big and small
more accountable for their actions. EU regula-
tors believe that companies have been exploit-
ing personal data for their own gain and aren’t
being transparent about how they were using it.
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GDPR has been designed to end all that and put
the power back in the hands of the consumer.

The main reason for introducing this now is
that the current EU data privacy regulations are
still based on a document that was first adopted
in 1980 (later updated in 1995) [8]. This means
that the data privacy principles that the EU works
are outdated on don't include considerations for
social media, smartphones, or even advanced
web technology (i.e Artificial Intelligence, Virtual
Reality, etc). In addition, the current regulation is
only a directive, so companies (and countries)
could easily opt-out. From 25" May, 2018 this
has no longer been the case [9].

While consistency in data privacy regulations
across Europe should be good news for all mar-
keters, GDPR also comes with quite a few chal-
lenges that affect marketing teams — especially
marketing teams that communicate to custom-
ers based in the EU.

On the surface, GDPR might seem extreme,
especially for smaller businesses or solo-practi-
tioners. Realistically though, there are only tree
key areas that marketers need to worry about —
data permission, data access and data focus [6]
(tabl. 1).

The deadline for GDPR was passed and
many businesses was already in “panic mode”
to make sure they’re compliant. The trouble with
this is that this leads to mistakes. Especially as
the Information Commissioner’s Office (ICO)
has started to clamp down even harder on the
misuse of personal data.

In fact, the ICO has already reported three
incidents that involve household brand names
who tried to use well-known email activation
strategies [10] to reach out to their database.
The campaigns, which were sent out by Flybe,
Honda and Morrisons, asked customers if they

wanted to be contacted by email and to update
their preferences. They contacted them by
email — even those customers that had previ-
ously opted out (tabl.2).

These three examples should act as a clear
warning sign to businesses — both big and small
[6]. Ukraine is not a member state and it may
seem that EU regulations and directives are not
applicable here. However, GDPR is very differ-
ent. When it comes to GDPR, anyone outside
the EU should be aware of its extra-territorial
applicability since it applies to companies any-
where in the world, which come into contact with
EU citizens’ data.

Ukrainian companies often deal with Euro-
pean Union citizens’ personal data. For instance,
when developing a SaaS platform for a restau-
rant or a vet clinic, software developers get
access to personal data of people who sign up
(waiters, doctors, or pet owners). According to
the GDPR, getting access to any personal data,
even if this data is not stored on any device,
means personal data processing.

Businesses in Ukraine are, in general, quite
skeptical about privacy or personal data protec-
tion as this area was neglected for many years
through inadequate regulation and enforcement.
However, below are a few good reasons why
businesses in Ukraine should care about the
GDPR or even comply with it (tabl. 3).

Global brands across the nation are gearing
up for a major change to the data protection
and privacy landscape as we know it. Set forth
by the European Union, a new piece of legisla-
tion known as the General Data Privacy Reg-
ulation (GDPR) will transform the way organi-
zations collect and store data. This will have
a large impact on Ukrainian companies that
operate on a global scale. Namely, marketers

Table 1

Main areas for marketers’ considerations in GDPR

Area

Main issues for marketers

1. Data Permission

Data permission is about how need to manage email opt-ins —people who
request to receive promotional material from company. In practice, this means
that leads, customers, partners, etc. need to physically confirm that they want
to be contacted. So, no marketing communication is to be sent out to the
referee’s email address.

2. Data Access

The right to be forgotten has become one of the most talked about rulings
in EU Justice Court history. It gives people the right to have outdated or
inaccurate personal data to be removed. The introduction of the GDPR offers
individuals a method to gain more control over how their data is collected and
used — including the ability to access or remove it — in line with their right to be
forgotten. Marketer will be responsibility to make sure that users can easily
access their data and remove consent for its use.

3. Data Focus

Marketers need to focus on the data they need. Otherwise, avoid collecting
any unnecessary data and stick with the basics.
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of these global brands will need to implement
new processes and tools that prompt consum-
ers to give explicit consent when sharing their
information.

In the marketing department, three roles will
see the biggest change in their everyday work
(fig. 2) [12].

Although its parameters are extensive, the
GDPR ultimately aims to protect the data privacy
rights of consumers by holding organizations to
higher standards of transparency, security and
accountability when it comes to the way they
collect and store data. Any companies that fail
to comply with these regulations will face signifi-
cant penalties of up to €20 million or 4% of their
global annual revenue, whichever is greater. In
order to ensure compliance, global organiza-
tions should take proactive steps over the com-
ing months to align their marketing practices with
this new regulation.

The GDPR will inevitably transform the mar-
keting industry as a whole — and, with its imple-
mentation only months away, global brands
should take heed. It will force marketers to
ditch tired, old-school tactics and rethink their
approach to marketing.

Successful brands will use this as an opportu-
nity to better cater to their consumers by putting
more creative and thoughtful marketing practices
into play. Initiating a transparent marketing strat-
egy that adds value, not irritation, to consumers'
lives will ultimately gain the trust of consumers
and drive more success for business.

The five key ways that marketing strategy will
be impacted under the GDPR can be identified
[13] (tabl. 4).

GDPR does sound intimidating and the fines
issued by the ICO are enough to make you
rethink your entire marketing strategy [14]. But,
in reality, this new legislation isn't a set-back.
In fact, it's a great opportunity for company to
do what marketers do best — that is create tar-
geted marketing campaigns with people that are
engaged with company brand.

In January 2017, Osterman Research, Inc [15]
published a paper and found that 73% of busi-
nesses are not ready to satisfy the compliance
obligations of the GDPR. While a 2016 study by
Symantec [16] found that 23% of businesses
feel they will only be partly compliant by the May
2018 deadline.

It is very important for marketing department
to prepare to GDPR, so the eight main stages
of marketers preparation for new data protection
conditions at the enterprise can be distinguished
(fig. 3).

Here the checklist that includes nine practical
tips to create efficient marketing strategy:

1. Audit the mailing list. According to a study
by W8 data [17], up to 75% of marketing data-
bases have become obsolete from GDPR and
only 25% of existing customer data meets GDPR
requirements. Therefore, need to remove any-
one where the marketer does not have a record
of opt-in. For new subscribers, need to make
sure that the potential subscriber confirms that
he or she wants to join the mailing list by sending
an automated email to confirm the subscription.

2. Reviewing the way of collecting personal
data. If the company is buying mailing lists, now
might be the time to start fresh with a new mail-
ing list. In the UK, pub chain JD Whetherspoon

Table 2

Examples of penalties for violation of GDPR rules

Company

Incident description

Result

Flybe

In August 2016, Flybe sent an email to 3.3 million people in their database
with the subject line “Are your details correct?”

It sounds like a smart strategy in theory, but unfortunately, these 3.3 million
people had previously opted out (unsubscribed) to marketing emails and
thereby gave no consent to be contacted.

£70,000

Honda
Motor
Europe

In a separate incident, Honda Motor Europe sent an email to 289,790
subscribers between May and August 2016 asking their database “would
you like to hear from Honda?”

This email was sent in order to clarify how many of the 289,000 subscribers
would like to receive marketing emails going forward. But, once again, this
email was sent to individuals who had specifically opted out.

£13,000

Morrisons

In late 2016, UK supermarket chain Morrisons re-launched their “Match &
More” loyalty program. In a bid to get more members to take advantage
of their offers, they sent out an email to all 230,000 members from their
database, asking subscribers to update their account preferences.
Unfortunately, this included 131,000 subscribers who had previously opted
out and unsubscribed.

£10,500
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Table 3

Reasons why businesses in Ukraine should care about the GDPR

Reason

Descriptions

1. Ukraine
will adopt the
GDPR - the
only question is
when

Ukraine is committed to becoming a member of the European Union. It has
signed the EU-Ukraine Association Agreement. In terms of the agreement, the
parties have agreed to cooperate on the introduction of the highest European
and international data protection standards, including ones included in the
Conventions of the Council of Europe. When the agreement was signed back in
2014 the wording “the highest European data protection standards” was probably
somewhat vague. But now it is clear, because these standards and best practices
have been codified in the form of the GDPR. As a prospective member of the
European Union, Ukraine has an obligation to approximate its legislation to the
legislation of the European Union. Ukraine has already adopted a number of EU
Directives and Regulations, so it would only be logical to include the GDPR in the
next batch. Taking into account the current dynamics of EU integration processes
in Ukraine, the adoption of the GDPR in Ukraine will likely take place during the
next two to four years.

2. Early
compliance
with the GDPR
might be more
cost effective

The GDPR introduces two concepts, Privacy by Design and Privacy by Default,
which change the way modern business should treat personal data and build
business processes. Under these concepts controllers have to ensure that the
privacy of individuals is considered from the outset of each new processing,
product, service or application, and that, by default, only minimum amounts of
personal data as necessary for specific purposes are collected and processed.
For the past year and a half, many European companies have allocated significant
resources, costs and applied efforts to bring their personal data processing
activities into line with the GDPR. In general, it is estimated that the process
of rearranging processes in line with the GDPR would require around three to
six months from a medium-size organization. Therefore, wiring the concepts
indicated by the GDPR early, during development of new businesses or business
processes, may help businesses in Ukraine to achieve both cost savings and
compliance with the GDPR.

3. Some
businesses in
Ukraine need
to comply with

the GDPR from

May 2018

The GDPR has expanded the territorial scope of its applicability to companies
located outside the EU. The GDPR applies to the processing of personal data
by controllers and processors outside the EU, where their processing activities
relate to the offering of goods or services (even for free) to data subjects within
the EU, or to the monitoring of their behavior. Sometimes Ukrainian businesses
do not offer goods or services or monitor the activities of data subjects within the
EU directly, but rather process personal data at the request of their EU partners
(i.e., act as processors). The GDPR imposes compliance obligations directly on
processors, such as implementing security measures, notifying the data controller
of data breaches, appointing a DPO (if applicable) and maintaining records on
processing activities. To improve the enforcement and accountability of a controller
or processor not established in the Union (excluding businesses in Ukraine) that
processes personal data of data subjects who are in the EU or offers goods or
services to EU data subjects, the GDPR establishes a requirement to designate a
representative in the EU to act on its behalf with regard to its obligations under the
GDPR. Therefore, all businesses in Ukraine, whether controllers or processors
involved in the aforementioned activities, should comply with the GDPR.

4. For
customer-
centric
companies,
the GDPR is
an opportunity
to excel in
customer
service and
receive new
clients

The GDPR introduces a number of new rights for data subjects with respect to
their personal data, including the right to data portability (the right to obtain a
copy of one’s personal data from the controller and have it transferred to another
controller), the right to erasure (or the “right to be forgotten”), the right to restriction
of processing, and the right to object to certain processing activities (profiling) and
to automated processing decisions. There is no doubt that the introduction of
these rights requires companies to make certain changes to their infrastructure,
consumer services and approach to personal data. However, it is reasonable
to assume that if companies comply with the GDPR consumer experience
would soon become the new normal, and even the expected level of service
would increase (not only in the EU but also in other countries such as Ukraine).
Businesses in Ukraine, which excel in implementing these rights would likely see
a degree of benefit in terms of new customers, better customer engagement, and
higher customer approval rates.
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Ending of Table 3

5. The GDPR’s
provisions
incorporate
certain best

practices that

are “a good to

have” practice
to manage per-
sonal data risks

The GDPR introduces a requirement for businesses to appoint a Data Protection
Officer (DPO) where (i) the core activities of the controller or processor consist of
processing, which requires regular and systematic monitoring of data subjects on
a large scale, or (ii) the core activities consist of processing of special categories
of data on a large scale. The Personal Data Protection Law of Ukraine already
requires the appointment of a DPO in cases where sensitive data is processed.

Another new requirement of the GDPR for controllers and processors is to
prepare and maintain Data Mapping, which would include records of processing
activities and maps showing how personal data flows within various territorial
and structural divisions of the organization. The performance of Data Protection
Impact Assessments (DPIAs, namely risk analysis) is necessary according to
the GDPR, where the processing of personal data (particularly when using new
technologies), is likely to result in high risk to the rights and freedoms of individuals.

6. Increased
fines, along
with a data
subject-friendly
one-stop-shop
approach,
support
compliance with
the GDPR

The GDPR harmonizes the tasks and powers of supervisory authorities and
significantly increases fines. For major infringements (such as failure to comply
with cross-border transfer rules or to obtain the relevant permits), fines can be up
to EUR 20 million or, in the case of an undertaking, up to 4% of the total worldwide
annual turnover in the preceding financial year. The supervisory authority in the
jurisdiction of the main or single establishment of the controller/ processor will
be the lead authority for cross-border processing (subject to derogations). This
allows the data subject to file a complaint to one supervisory authority only, and
such authority will lead the investigation in as many countries as is necessary,
coordinating its activities with other authorities [11].

Email marketing managers

Marketing automation specialists

Public relations execs

For B2B marketers, email

addresses are the lifeblood of lead

generation programs.
Under the new GDPR regulation,
buying lists will be strictly

forbidden. Ensuring users opt-in to

B2B email marketing campaigns
i and give consent to be contacted is
‘ now a requirement.

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Marketing automation can be
extremely powerful tool. If your
marketing automation system

1 sends out emails on behalf of your

CRM system, then you could be

facing eye-watering penalties from ;
i | traditional email outreach program. !

the ICO if an email is sent

automatically to someone who has }

opted out.

Pitching new product releases or

i | company information to journalists |
: is no different than marketing to an
i 1 employee of a business. Journalists |
i 1 will still have to give consent to be !

contacted by you instead of the

This consent could be given
through platforms.

Figure 2. Roles that will see the biggest change after GDPR

[18] took the unprecedented step of deleting
their entire email marketing database (more than
650,000 email addresses). In a letter from their
CEO, John Hutson informed customers that all
customer emails will be securely deleted. While
that might be a terrifying prospect for some, it's
something to consider as you will then be guar-
anteed with a list of engaged and interested
readers.

3. Investment in a content marketing strategy
by creating white papers, guides and eBooks that
visitors can access and download in exchange
for them sharing their contact information.

4. Invitation visitors to add themselves to the
mailing list by launching a pop up on company
website. Then the marketer can keep his mailing
list neatly segmented by creating specific pop
ups for product news, blog posts and general
company news.

5. Education of sales team about social sell-
ing techniques. Essentially, sales reps should
connect with prospects on social media and
share relevant content — rather than trying to
reach new prospects by email.

6. The time for using Google docs or Excel
spreadsheets to store customer data is over.
Start centralizing the personal data collection
into a CRM system [19]. Need to make sure the
users can access their data, review its proposed
usage, and make any changes as necessary.

7. Understanding the data, which has been
collecting in more detail. When it comes to sign
up forms, only ask for what the marketer need,
and what he will use. For B2B marketers, full
name, email address and company name is usu-
ally more than enough.

8. Using push natifications. A push notification
is a pop up message that appears on a desk-
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top or mobile device. Marketers can use push
notifications to send a message to subscribers
at any time. However, unlike email marketing
campaigns, push notifications do not process
personal data (IP addresses are anonymized)
and users are required to give explicit consent in
order to opt-in and receive notifications.

9. Updating the privacy statement. Marketers
need to review the current privacy statement and
amend the statement accordingly to comply with
GDPR requirements [20].

Conclusions. On 25 May 2018 the General
Data Protection Regulation (GDPR) (Regulation
(EV) 2016/679) has replaced the current Data
Protection Directive 95/46/EC and will be directly

applicable in all EU Member States without the
need to implement national laws. The aim of the
GDPR is to unify the current patchwork of privacy
data regulations that exists in Member States,
protect privacy as a fundamental right, and
ensure the free flow of personal data between
Member States. Adoption of the GDPR has been
a result of more than a decade of negotiations,
as well as reassessment of privacy as a human
right and of personal data as being a value for
the economy [21]. There is no doubt that different
types of data have become fuel for the modern
digital economy, and personal data is one of the
most important of all. The availability of data is
a strategic enabler for the development of artifi-

Table 4

Five ways the GDPR will impact to marketing strategy

Element

Descriptions of actions with these elements

Lead generation

Generating leads through inbound marketing campaigns will still be
possible, but marketers must receive explicit consent from data subjects
before collecting any of their personal information. This involves using
simplified language to clearly outline what data is being collected and
why, then providing a call to action, such as a checkbox, that prompts a
user to give informed consent. Pre-checked boxes and automatic opt-ins
are prohibited.

Database management

Because a major goal of the GDPR is to hold data collectors to a higher
standard of accountability, companies should expect to be monitored
for compliance. This means marketers must keep thorough records that
demonstrate the data they've collected is accurate and consensual. In
addition, they should establish procedures for auditing and maintaining
databases to ensure that any contacts without a documented opt-in are
removed.

Consumer profiling

Under the GDPR, marketers will be more restricted in what type of data
they are allowed to collect —information that is unnecessary, sensitive or
related to minors is off-limits. Therefore, the capability to build extremely
detailed consumer profiles will scale back to protect the privacy rights of
those individuals. At any time, consumers will have the right to revoke
their consent and demand their data be deleted.

List-buying and cold
emailing

List-buying and cold emailing have been outdated and ineffective for
a while. After all, no consumer enjoys being spammed. The GDPR wiill
make it illegal for marketers to contact individuals without their consent,
putting an end to these old-school tactics. However, this doesn't mean
businesses relying on email marketing for lead generation are doomed.
Instead, they have an opportunity to build a better mailing list with an
inbound marketing strategy. Rather than buying and/or using email
lists, marketers can generate leads by providing valuable content in
(consensual) exchange for individuals' email addresses.

Media pitching

The GDPR also will change the way marketers conduct media pitching.
For the most part, media pitching is considered a legitimate interest for
collecting data under the GDPR as long as it's done in a proper, respectful
manner. However, gone are the days where marketers can use the "spray
and pray" method of securing media placements. Mass mailings will be
strictly prohibited. Although the liability for consent will primarily lie with
media databases like Cision and Vocus, marketers need to ensure they
don't abuse this data by sending a reporter irrelevant information. Instead,
marketers should make sure their media lists are accurate and up to
date, take the time to develop genuine, mutually beneficial relationships
with the press, and tailor media pitches to each individual reporter.
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1. AUDIT THE DATA AND
MAILING LIST

Delete the names and information
I of anyone without a documented
1 opt-in. Don’t forget about
| auditing any data you may have
| from lists of employees and
I journalists.

Make sure all data is only
accessible to authorized

precautions when managing
sensitive personal information.
Establish prompt procedures for

2. FOCUS YOUR DATA
Consider whether the data you
collect is necessary or just helpful
to your marketing process.
Gathering hyper-specific
information could be considered
an intrusion of privacy, so ensure
you collect only the information
you need.

Inform users of their right to |
unsubscribe anytime, review their
data and have it deleted. Make
these steps quick and easy to
navigate.

3. IMPLEMENT DATA
PERMISSIONS
Revise your email opt-ins to be
GDPR compliant Provide an
action item, such as a box to tick,
that indicates people’s informed
consent to be contacted and have
their data collected. Double-opt-
ins, which require users to
confirm their email address after
subscribing, are especially secure
ways for obtaining consent.
Clearly outline what types of
communication subscribers will
be receive, what data will be
collected, why collecting the data
is necessary and how long the
data will be stored for. This will
likely require updating your

access or review their personal

data. Establish procedures for
quickly reporting data breaches to

individuals and take extra I
|
I
I
|
I
I
the authorities. |

I
I
I
[
I handling requests from people to
I
I
I
I

Regularly monitor the systems in |
place to identify problems that
could result in non-compliance

[ privacy policy.

6. DOCUMENT fines. 8. DEVELOP CONTENT
EVERYTHING | &==—=—=—=—==—=—=—=—=— STRATEGY
_______________ A= === e ——_—— -

Devise a thorough documentation strategy that 1 Once your data is GDPR compliant, create a |
| demonstrates you have obtained consent to collect T compelling content marketing strategy to |
| personal data and have been compliant with any authentically attract and nurture leads. Resorting to |
requests from people who wish to access or delete their marketing shortcuts like list-buying and cold emails |
| data. Il will violate the GDPR and diminish your credibility. |
U e e e e = = = —

Figure 3. GDPR preparation steps for marketers

cial intelligence, machine learning, big data algo-
rithms and numerous other new technologies.
Without proper balancing restrictions, there is a
risk that with the help of more and more intrusive
technologies, and in the race to acquire this new
“gold,” businesses may substantially limit privacy
as we know it now and use personal data against
data subijects for their own advantage. The GDPR
addresses these risks and establishes guidelines
on how data subjects can maintain control over
their data in a digital environment and, at the same
time, enjoy all the necessary digital services.

In this regard, it is important to note that busi-
nesses in Ukraine will be at a disadvantage
compared to their EU counterparts in relation to
the soon-to-be introduced GDPR-like regime in
Ukraine, because they will likely have less time
to prepare, and have historically lower levels of
awareness of and compliance with data privacy
regulations. Therefore, businesses in Ukraine
should move compliance with the GDPR require-
ments high in their list of their priorities and start
organizing the necessary resources, data and
expertise to allow an easy transition.

REFERENCES:
1. The world’s most valuable resource is no longer oil, but data / The Economist [Electronic resource]: web-
site. — Access mode https://www.economist.com/leaders/2017/05/06/the-worlds-most-valuable-resource-is-no-lon-

ger-oil-but-data

2. 7 Ways to Create a Great Customer Experience Strategy / Steven MacDonald [Electronic resource]: web-
site. — Access mode https://www.superoffice.com/blog/customer-experience-strategy/

3. NCSA Consumer Privacy Infographic — US Edition / 2016 TRUSTe [Electronic resource]: web-site. — Access
mode https://www.trustarc.com/resources/privacy-research/ncsa-consumer-privacy-index-us/

323



MYKAYIBCbKNA OEPYXABHUI YHIBEPCUTET

4. Be transparent on social media or risk the consequences, CIM warns businesses [Electronic resource]: web-
site. — Access mode https://www.cim.co.uk/newsroom/opinion-be-transparent-on-social-media-or-risk-the-conse-
quences/

5. Businesses Underprepared for GDPR [Electronic resource]: web-site. — Access mode https:/
www.symantec.com/en/uk/about/newsroom/press-releases/2016/symantec_1018 01

6. GDPR for Marketing: The Definitive Guide for 2018 / Steven MacDonald [Electronic resource]: web-site. —
Access mode https://www.superoffice.com/blog/gdpr-marketing/

7. Article 83. EU GDPR. "General conditions for imposing administrative fines" [Electronic resource]: web-site. —
Access mode http://www.privacy-regulation.eu/en/83.htm

8. Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection
of individuals with regard to the processing of personal data and on the free movement of such data [Electronic
resource]: web-site. — Access mode https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:31995L0046

9. EU general data protection regulation — background [Electronic resource]: web-site. — Access mode
https://www.dlapiper.com/fi/ukraine/focus/eu-data-protection-regulation/background/

10.How to Use Email Activation Campaigns to Re-engage Inactive Subscribers/ Steven MacDonald [Electronic
resource]: web-site. — Access mode https://www.superoffice.com/blog/email-activation-campaigns/

11. Six Reasons Why Businesses in Ukraine should Care about the GDPR [Electronic resource]: web-site. —
Access mode http://www.ujbl.info/article.php?id=991

12.How to Create a Revenue Winning Lead Nurturing Strategy / Jennifer Lund GDPR [Electronic resource]: web-
site. — Access mode https://www.superoffice.com/blog/lead-nurturing-strategy/

13.Five ways the General Data Privacy Regulation will impact your marketing strategy / Brad Kostka [Elec-
tronic resource]: web-site. — Access mode http://www.crainscleveland.com/article/20180306/blogs05/154016/
five-ways-general-data-privacy-regulation-will-impact-your-marketing

14.Email Marketing Strategy: A Data-driven Guide (with Original Case Studies) / Steven MacDonald [Electronic
resource]: web-site. — Access mode https://www.superoffice.com/blog/email-marketing-strategy/

15.The Impact of the GDPR on Your Business [Electronic resource]: web-site. — Access mode
https://ostermanresearch.blog/2017/01/19/the-impact-of-the-gdpr-on-your-business/
16.Symantec — State of European Data Privacy [Electronic resource]: web-site. — Access mode

https://www.slideshare.net/symantec/symantec-state-of-european-data-privacy

17.Who are w8data, how can we save you money? [Electronic resource]: web-site. — Access mode
https://www.w8data.com/

18.Wetherspoons just deleted its entire customer email database — on purpose [Electronic resource]: web-site. —
Access mode http://www.wired.co.uk/article/wetherspoons-email-database-gdpr

19.GDPR and CRM: How to Manage Customer Data in 2018 / Cathrine Davis [Electronic resource]: web-site. —
Access mode https://www.superoffice.com/blog/gdpr-crm/

20.GDPR preparation checklist for marketers [Electronic resource]: web-site. — Access mode https://roopco.com/
wp-content/uploads/2018/03/GDPR-Preparation-Checklist-for-Marketers.pdf

21.ALITTLE BEE BOOK “How it Works” GDPR Adapted from a variety of sources by Bob Yelland [Electronic
resource]: web-site. — Access mode https://www-01.ibm.com/common/ssi/cgi-bin/ssialias?htmlfid=IMM14202GBEN

324



